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i ENE RCDUCTION 


a Se ee ce ce eee eee 


Peeeine IBPCETANCE OF ELECTRONIC WARFARE 


McOmmen form cf Criticism of eee Elenme: Sa lO nua la 
time has been to say that they are preparing to fight the 
previous war, never the current one. After Werld War II this 
criticise s¢emed to lose meaning because during the two 
decades fcllcwing everybody was preparing for an exclusive 
miGlear conflict. Ironically, conditions changed and then 
the planners discovered that they should switch and tecome 
prepared for a vastly improved conventional threat. Indeed, 
NATO's new view of the Warsaw Pact's threat is now one which 
has evolved into low-level strike by manned Ltombers combined 


Mien a high electrcnic warfare capability [1}. 


Gaad2tt2onally the Russians have attached great 
Mme cttance tc the ccncepts of Electronic Warfare. This can 
ke observed ky looking at the extensive pibliograrhy of 
mete texts cn the subject. In order t¢ illustrete this 
point the following quotation has been taken from a 1968 


Russian text transcribed into English [2]}: 


ts..sSuccess in radio war is achieved by superiority over 
the enemy in the quantity and guality of radio electronic 
Mm ennology and skill of its comBat application. Thus, in the 
contemporary stage of develcpment of methods of armed 
cemtat, e¢électronic means have become weapons in the literal 


meaning cf the word - weapon of radio war." 
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EFlectrcnic Warfare (EW) is becoming an ever increasing 
factcr ir the gilitary equation especially after tke large 
Geployment cf electronically guided missiles in all kinds of 
stall ships giving them tremendous firepower. The functions 
of eilectromme detection, iccalization and tracking of 
unidentifiable or enemy emissicns, as well as passive and 
active ftamming, kEécome therefore vital te counteract the 


Bissile tkreat. 


The field of EW is also expanding. Restricted to the 
use of chaff and single noise jammers in World War II, 
modern FW is ccncerned with everything from portable 
transceivers to satellite operations in space. Besides this, 
Bue ais alsc epreading its sccpe to the visual and infrared 
regicns cf the spectrum due to the advent of the laser and 


sensitive cftical sensors. 


During the October 1973 Yom Kippur War several new 
equipments and technigues found extensive application by 
koth sides réing used on land, at sea and in the air. 
Lesscns dlearned from this conflict have been pointed cut by 
numerous war experts and official sources, with detailed 


analysis appearing in the literature. 


AS a pessible result of these lessons and also fror the 
experience in ASla, EW expenditures have increased 
Substantially in recent years all around the world. This 
has provided the necessary means for an expansion of 
reséarch, development, testing and evaluaticn (RDT & £) of 


new technclogiées. 


Another fpoint of great importance is the apfarent 
dewngrading cf security classification given to EW. The 
United States Department ort Defense's new initiatives on 
Sharing its front line EW technology with its NATO partners 


and cther friendly nations aave opened a Sl Gi pereane 
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internaticnal market for EW equipment. This fact also has 
been repcrted as a recognition that most of the military 
Eeeecraft new offered on the export market cannct be 
effective withcut their full complement of EW capabilities. 
As a conseguence, the commercial sales of EW equipment have 


increased more than 500% during 1975. 


However, despite everything that has teen said béfcre, 
EW still kas its critics, it is often underemployed, and its 
understanding has suffered from high security 
Metoaiticaticn. The principal sources cf criticism are that 
EW 1s tco expensive, hard to test and does not "kill". The 
accuSsaticn of high cost iS primarily caused by the constant 
Charges and urdatings required py the EW systems. Indeed, to 
keep the advantage over the enemy, one side must not only be 
permanently researching and de¢veloping new techniques and 
eguipments but also there must be continuous intelligence 
effort to determine what 1S happening on the other side. 
Mar] 1S evident in teday's rush for capability in the 18-40 
Ghz spectrum band and also in the new field of 


merectro-Crtical Electronici!Warfare. 


This mutant state One CeChnOlogGy 1S one of tne 


Ih 


mearacteristics of EW. It is like a vicious circle. As or 
example, the development cf a new radar technigue will 
reguire a Suitable countermeasure, which in turn will cause 
the development CE a new countercountermeasure, and 
eventually fcrce a new radar technique to re devised. There 
is of ccurse a lag between each stage of the process that 


Car range frcem days to years. 


Roeerurcammout yy “Che critics, this circularity is 
highly exgfensive since all radiating electronics can be 
jammed if one can afford to pay the price for it. A gcal of 
cctunterccuntermeasures 1S to make this cost prohibitive, 


thereby creaking the cycle. 
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Against the accusation of high cost, EW advocates reply 
that Weapon Systems are not cheaper and also the complexity 
and need for constant modernization of EW is nothing more 
than a froof of its importance. The one who possesses the 
better technclicgy certainly wins a very important foint in 
moe battle. 


mae second accusation is that EW is hard to -test, that 
is, to have its effects evaluated. The defense says that 
this is net a cause but its effect. The cause is that EW is 
prcbably underused in the services of several nations, 
especially in the Surrace Navy [3]. Ft is certainly net an 
easy task to simulate an environment Similar to the one that 
can be found in a spectrum saturated with unexpected 
Signals. However, constant training and rroper technical 
kKncwledge, allied to the existence of complete training 
systems, make the job at least possible. Besides this, EW 
has been tested on the battlefield and valiuaktle lesscns have 


been learned from these past experiences. 


Reemalgy, the third accusation i¢ that EW does not 
WMkill". Those in defense of EW counter that weapons do not 
"Mjag"... Neutral observers do not see here any big froklenm 
and indicate that it is just a matter cf preperly using the 
mem cpticns: cne can jam and/or kill. It is probatly true 
that some years ago a military officer felt nore confident 
if he knew that under his control there were powerful 
missiles instead of EW equipment. However, a considerable 
improvement in the reliability of these equipments, a tetter 
understanding of the theory and operation cf these devices 
and past experience in previous conflicts now allow for the 


necessary ccernfidence in the EW concept. 


PGi ASSI FICATION AND BASIC DEFINITIONS 
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Electrcnic Warfare is ccmmonly defined as silitarv 
action invclving the use of electromagnetic energy designed 
to allow friendly forces to use their electrenic or oftical 
egquipmert ffectively but, at the same time, reduce or deny 
hostile use cf the electromagnetic spectrum by the enemy. 
The more adcfted divisions of EW are: 

e Electronic Support Measures (ESM) 
m Electronic Countermeasures (ECM) 


a Electronic Countercountermeasures (ECCH) 


A Ecssible fourth division is Signal Intelligence 


mepeINT) more frequently however considered as part of ESM. 


* Electrcnic Support Measures is intended to cbtain 
informaticn which can be useful in an electromagnetic 
@emrtict. This information can be used only tc provide 
MeeectiOn and threat warning or in addition can be used to 
ccnduct ECM cr ECCM. Therefore, ESM normally involve actions 
taken to sé€arch for, intercept, locate and analyze radiated 
electromagnetic energy. In a broader sense these support 
Measures alsc inciude alli kinds of reconnaissance missions, 


including industrial espionage. 


Se alectrcnic Countermeasures 1s that division cf EW 
involving actions taken to prevent or reduce an ereny's 
effective use cf the electromagnetic Spectrum. [It is 
possible that these actions be carried out as a brute-force 
apEroacn cr tkey can try to deceive or confuse the eéneny. 
Sctetimes it is also helpful to classify ECM as actives or 


passives. 


* Electrcnic Countercountermeasures is that divisicn of 
EW involving actions taken to cppose the ECM of the enemy 
and thus irsure an effective use of the electromagnetic 


Spectrum ty friendly forces. 
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Electrcnic Warfare deals with all types of systen: 
radar, scnar, communications, weapons guidance, navigation. 
The available literature, however, is more concerned with 
the radar threat. Although the basic principles are common 
to all systems, it is also true that each one has its own 


particularities. 


Regarding the communications aspect, fer instance, as 
ccmpared with the radar case, some characteristics should be 


Peinted cut: 


* the transmitter and the receiver are at different 
lecations. Thus, there is only a one-way path cf 
transmission invclved and conseguently jammers and 
communicaticns transmitters compete in equality Of 
conditicns, kEoth with an inaverse scuare One distance 
dependence factor. In the radar case the two-way path is 
responsiktle for an inverse fourth power of distance 


dependence factor in the Radar Equation that is a severe 


disadvantage at normal operating ranges. 


* presently, communication systems are or much more 
Varied types. Indeed several different schemes of nodulation 
are not cnily fossible but widely use . In the radar case, a 
great percentage of the systems actually in use are of tne 
cenventicnal fulsed mode. Also, communications links could 
be expected tc exist in almost any location of the spectrun 
Canging trem low frequencies to the infrared or optical 


recions. 


* communications links are more flexible regarding time 
cf emissicn, that is, the transmission is more under ccatrol 


or the ofeéeratcr and less dependent on extraneous factors. 
These ckaractéristics make communicaticns EW more 


difficult and less predictable than radar EW and thus its 


results are net easily analyzed. 
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me) OVERVIEN 


maaorec it Will cover Confusion Reflectors, especially 
Saart which, due tc its effectiveness, relative simplicity, 
wide apflication and stable use, seems tec deserve a broad 
coverage. 

Chapter III deals with active deceiving ccuntermneascures. 
These are wcre sophisticated devices and normally their 
applicaticn kas in Mind specific eguipments. Thus, there is 
a great variety of techniques and the more impertant 


cencepts are presented. 


Chapter IV is concerned with Masking Jamnners and here, 
unlike decerftion jamming, the technigues have a 
characteristic of universality. Therefore attention 1S more 
concentrated in the components of the system, especially the 


power amplifiers. 


The three chapters discussed above belong to the ECM 
divisicn. Related ECCM are covered at the end of the 
respective chapter instead of putting them all together ina 


Separate charter. 


Maaeter VY is dedicated to ESM. Eeing a vast field, 
efforts are ccncentrated in the basic principles of the 
Intercept Receiver. Importance is given to some forms of 
Signal processing which is generally ccmplex and an 


lapertant part of the systen. 
Chapters VI and VII have in mind the Electro-Oftical 


aspect of EW as related to the missile tareat. Although this 


Memnet a true division of 24, the importance and infancy of 
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mmesrtield led to the idea of concentrating Lasic topics ina 


separate charter. 


Chapter VIII presents some particular aspects ccncerning 
shigborne FW. The fundamental ideas are contained ir the 
precedina ckapters however for reasons discussed in that 
chapter it appeared worthwhile tc emphasize more carefully 


some characteristics of the Surface Navy. 


Appendix A considers the development of a circuit which 
could be useful in analyzing the characteristics cf an 
unknown emissicn. The parameters of interest are the pulse 
repetiticn frequency (PRF) and pulse width (PW) of a 
conventicnal pulsed tfradar. The topic ais related oweith 


chapter V where a more global analysis is carried out. 


Appendix eB tilists several missiles according Hear 
primary Pimet lon Ss. The descripticn cf each tyre is 
restricted tc the data found in the open literature, 
concerning the aspects of more importance to EW such as 
Meeiecd= Cf guidance, flight profile, carrying platforms, 


Tange and speed. 


18 





II. CONFUSION REFLECTORS 


~~ cP eS ae ce ee eee 


See LY PES ANC APPLICATIONS 


Confusior reflectors are devices that are used to 
Beeduce echces cther than those cf the proper targets and so 
divert attertion cf the radar. The use of these devices 15 


ccmmenly divided into: 


* ccnfusicn of surveillance systems 


* screening against radars. 


The tasic idea is then to make true target eche 
detection ard recognition dirficult by immersing desired 
targets ir afield of many equivalent felse targets or 


hiding ther in a compact cloud of echoes. 


Three cconfusicn reflectors that are normally used _ to 
obtain large radar cross sections from small size targets 


ae © > 


mM cresonant dicoles - chart 
* nck Lescnant streamers - rope 


* ccrnéers or cther reflective geometries - angels. 


Chats consists on a large number of difole 
reflectors whose length is approximately one-half wavelength 


of the frequency cf the radar to be countered. Thus one can 
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use chaff& of several different lengths in the same package 
tc ke effective against radars of widely different 
frequencies. Chaff is also polarization sensitive but in 
certain types the dipoles are projected to fall at an angle 
Menthe hcrizcntal, making them effective for all types of 
Meadrizaticn. Charf was used during World War II for the 
first tize in July 1943 by the RAF [4]. It was so effective 


that German radar operators are reported tc have exclained: 


‘Himmel, the planes are doubling themselves!! 


Mcre recently, chaff was again very effective during 
the Linekacker 2 raids on North Vietnam when USAF Eoeing 


E-£2s equipped with noise jammmers and chaff were emcloyed. 


Still more impressive seems tc have been the use of 
chaff in tke Cctober 1973 conflict between Israeli and Arab 
manGceS. Acccrding to the press, fcr each Russian Styx 
fissile launched the Israelis fired in response long range 
chaff reckets and also screening clouds of chaff were 
released ty fackages from Short range mortars. No single 
mics was cCkEtained in the firing of more than 50 Styx. This 
1s to be ccmpared with the fact that six years earlier, when 
neither cf these countermeasures were employed, of six Styx 
missiles fired by the Arabs, four sent the Israeli destroyer 


Mmrrat to-the bottcem and the other two sank a merchantman. 


It is interesting to notice that chaff can alse have 
scme peaceful applications. Examples are te froduce distress 
Signals, fosition markers and aS an inexpensive means of 
assessing calculations of air current directicn and speed at 
high altitudes. Also, when dropped into thunderstcrms, tc 


mecuce tke preckability of lightning striking the grceund. 


a. Eayioad Design 
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There are several consideraticns that must be 
Maken intc acccunt in its design. In principle, to maximize 
reflection efficiency, the strips are made as narrow as 
possible provided the electrical resistance is not greatly 
increased. However other factors such as air resistance, 
drag, -~andwidth of the response and nechanical strength also 
affect the choice of the optimal width. Indeed chaff must 


Satisty the fcllowing conditicns in order to he effective: 


* high radar cross section 

PPeCCLrect response tio desired frequencies and 
Pelarizaticn 

* resistance to corrosion and high temcreratures 
ccmpactness yet good dispersal characteristics 
rapid -tloom and specific fall rate 


icw ccst 


70%) ARO 


akility to withstand high acceleration and the shock 


me ejyecticn. 


Chaff can be made of several different materials 
€ach one with trade-offs and so more suitable for a specific 
meelicaticn: 

wnt iiieeeotl, the Oldest but still popular forn 
cf£ chaff because it iS an economic material. In crdéer to 
give more uniformity to the cloud, aluminum foil chaff is 
usually Etent in cne extreme. It is employed when the 
dispensing ccnditicn is not severe. 

a Silver Metailised Nylon, used under more severe 
dispensing ccnditions like violent turbulence. It consists 
of a nylcr mcnofilament coated with silver. Fall rates are 
meout 0.6 M/S. 

e Aluminized Glass Fiber, more useful at higher 
frequency ranges due to its very small diameter. Being less 
dense the fall rate is slow and large chaff clouds remain 


Suspended fcr a long time. Sometimes the coating is also 
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mene with zinc. 


The cartridges that enclose chaff are of several 
formats such as rectangular, cylindrical or the square cross 


section tyfe. 


The rectangular type normally has standard 
dizensicrs cf 3 in x 5 in with thickness variable between 
3/8 in ard 2 in. It 1S normally housed in magazines. A 


representative model of this package is the RR-72. 


An example of the cylindrical format is the 
RR-136 ard RR-137 series developed to meet an urgent 
Operational need during the Southeast Asian conflict. The 
payload has two versions, aluminum foil and aluminum coated 
meages fiber. It can be cut to one radar band or can provide 


multiple franc coverage. 


The mcre modern tyre is the square cross section 
because this configuration makes naximunm utilization of 
available payload volume and provides a faster blooming 
effect when dispensed. AS an example there exists the 
RR-170A/AL wade with aluminum coated glass and the 
RR-170B/AaAL with aluminum foil, both developed by TIracor 
Inc., USA. [Cimensions are about one inch square cross 
feet10n and length 8.25 in. An electrically activated 
pyrotechnic squib inserted in the base of the cartridge 
ejects the fpayicad from the dispenser. The cartridge 
Semeains five muiti-band dipole cuts to previde protection 


against all e€xistirg radar contrclled threat systems. 


bk. Cartridge Launchers 


There are basically three ways of launching 
cua tf ; 
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* disperser sets 
* rockets launched from aircraft 


fapeeeets Fired from surface vessels. 


— = oS SS ee > et ee ogee 


Depending on fed location on the 
aircraft, dispenser sets are of several types: 

a jntegrated type, housed within the airframe or 
Mmertead on the structure. This configuration has the 
advantage cf not altering the aerodynamics of the aircraft 
and is ncrmally preferable although sonretiaes there is no 
more internal space available. The installation however is 
often difficvit and expensive. Almost any suitable ofeninag 
1s useful because the dispensers carn eject the cartridces in 
any direction, ug, dewn, sideways. 

s cenformal or scab-on type, added to the aircraft 
Structure cr to existing pylons. The installation is eéasy 
but this new appendage to the pylon can change its design 
aerodynamics. 

2» external or pod mounted, in which case depending 
cn the carrying aircraft the pod must possess superscnic 
Characteristics. The inherent peed DL Lt 7 of this 
arlangement fermits several pods to be installed on one 


aircraft greatly increasing the amount of chaff availatle. 


The composition of the dispensing set 
Gepends in fart cn the intended tactical use of chaff. The 
mcre comacn fatterns are bursts and corridors, the forner 
used as deception to simulate false targets and the latter 
as an effective means of denying detection Ly hidinc¢ the 
target frem a search radar. Fuze detcnation is still 
ancther use ci chaff. Even ir the missile guidance radar 
realizes that the chaff cloud represents a false target, the 


Missile will explode if it passes close enough to cause a 
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Pmericiert dcprler shift. Another way cf viewing these 
tactical uses is by considering self-defense or screening 


actions. 


A eypleca L dispensing system for 
Memr=-protecticn normally consists of a control unit, a 
programmer, a sequencer and the housing and dispensing 
mec ck. 

a the control urit is mounted in the cockpit and 
provides mreans for the pilot to control the system. Normally 
its functicns allow selection of the dispenser that will 
make the launch and a choice of manual or autcmatic 
ection. In manual the pilot controls the individual 
launching Ey pressing a key. In automatic, the pattern of 
ejection has been frevicusly stipulated in the pregrammer. 
The contrcl unit also provides visual indication of the 
actual regaining rayload. 

a tke vorogrammer unit can be installed in any 
conveniert iccaticn in the aircraft. It pre-establishes the 
number of expendables to be ejected and the interval between 
them. The ncraal pattern consists of "salvos" each one with 
certain numcer of bursts. The output of the programmer box 
are pulses tkat are sent to the seguencer unit - ocnée for 
maeno Gisrenser - sélected by tae centroi unit. 

a Tre seguencer unit receives tne pulses fron the 
pregqramméer which will be used to ignite the propellant in 
the impulse cartridge. Another type of ejection cculd be 
pneumatic, tktat is by pulses of compressed air. 

es The housing unit greatly varies with the model of 


the disperser and the format, number and type of cartridges. 


Ae thas point fomeniust. ce noticed that 
almost all tyres of cartridge launchers tor self-defense use 
not charf alcne tut the expendarbles are a mixture orf chaff, 
infrared flares and miniature transmitters jammers. The 


control unit and programmer give the pilot a choice of the 
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type of exprendables he will use as self-defense. In more 
Medgern systems activation of the ejection can ke made 
automatically by means of a threat sensing systen, like a 


merec2alc launch detector. 


For screening protection, another type of 
dispenser is new being used, the chart cutter dispenser. 
Mme concept cf cutting chaff from a continuous supfly to 
various difcle lengths, while in flight, has numerous 
advantages. It is a high capacity system capable of storing 
a large guantity cf chaff of metalized glass fibers on a 
reel. The bulk fibers are fed from the reel to a cutter 
mechanisszs and then dispensed through ducting intc the 


Mmeetreatz akcut the aircraft. 


(2) Rockets Launched from Aireraft 

The rocket is fired forward of the aircraft 
and after a variable delay the ejection begins providing a 
continuouws cecrrider of chaff, whose length and density are 
adjustable ty an escapement mechanisa. When fired 
individually it can give self-protection for the aircraft 
for several seconds. By firing aultiple rockets area 
Saturaticn Ganueeoew OStatned to Drovide protecticnr for 


acccmpanying aircraft. 


Forward-fired chaff rockets can be used to 
break icck cf airbcrne interceptor radars. Such a radar 
operating in a leading edge range-track mcde can reject 
mee-derlcyed chaff. 


(eo exens Hited Eromw Vessels 


The advantage of course is to make _ the 
screening cf the vessels self-sufficient. To accomplish 


this a pregram called Chaffroc was carried cut a few years 
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ago but canceled in 1974. The system was scheduled to be 
installed in the mruclear-powered guided missile cruisers 


Sass "Virgiria’ and several cther smaller ships. 


Presently, a system intended to substitute 
mmemchatfroc fFrogram 1S in production for beth United States 
and foreign governments: REOC (Rapid Eloon Offbcard 
Countermeasures), developed and manufactured by Hycor Inc., 
USA. 


REOC is a family of mortar launchers and 
Beuncermeasure cartridges suitable for protecting shirs of 
all sizes against forces employing active radar or passive 
infrared seekers. The number of launchers and the number of 
tubes per launcher can be tailored to the needs of Each 
Patticular ship. The payload could be charf and/or an 


infrared flare eguipped with parachute and flotation device. 


c. Modern Systems 


Pan vALeE-4“0 Manufactured by Tracor, Inc., USA, 1s a 
ligotweight, aerodynamically configured dispenser system 
designed tc frovide self-protection for high performance 
aircraft against radar controlled or IR homing weapons 
threats. It sas developed for the F-4 aircraft with possible 
MOdificaticns for several other tactical aircraft and 
heliccpters. It comprises four dispensers, each one with 30 
decoys - chatt, flare or both - mounted on the inboard and 
Outkoatd sides of armament pylons. The system uses the 
Beet? 0A/7AL OF RR-170B/AL chafft decoy cartridges. 


“Wee- JG ;meea cartridge launcher system produced by the 
French ccupary Alkan Equipements Aeronautiques. It is a 
conformal type launcher uSing cylindrical cartridges 
Me=posed in cartridge plocks. A block can contain 16 chaff 


Cartridges cr 9 flares. The number of blocks varies frecm two 
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MemtO siX, in crder to match different sizes of aircraft. 


* AN/ALI-29A, a dispenser used by the JUS Navy and 
manufacttred Ey Lundy Electronics Systems, USA, Gocdyear 
Mepospace Ccrforation, USA and also Tracor. It is capakle of 
dispensing chaff, flare or other expendanles. An adaption 
is availaktle tc permit the use of mixing load with selective 
@ispensinc of either type of decoy. It cculd be amcunted 
Within the airframe or in pods. The payload is ejected by 
mmeelectrically initiated impulse cartridge that is used to 
generate gas pressure, expelling the payload from the 


sleeve. 


* ANYALE-39 1s a system produced Ey Goodyear and 
scheduled fer retrofit into A-4, A-6, A-7 and F-4 aircraft 
as well as tc be installed in new US Navy tactical aircraft 
including the F-14. It is also suitable for adaptaticn to 
Meaicorters. The ALE-39 uSeS Several units similar to the 
cnes used cn its predecessor ALE-29. Others were changed in 
Mees tc prcevide more programming frclexibility, tayload 
loading versatility and a new operating mode initiated by 
the aircraft warning receiver system. The capability cf the 
Pyeeen 1S a icad cE wtp to 60 chaff, flare and iammer 
payloads lcaded in any combination of multiples of 10. More 


than five hundred cf these systems were delivered last year. 


fasker Industries, USA, is working on an A-ktand 
noise jammer caparle cf being ejected by this dispenser as 
Ree aS by the ALE-29. iyevecadbiy, the cutput for these 
transmitters is about 10 watts and they can radiate for 
about five ginutes, the suspension being done by small 
parachutes. After ejection from the dispenser, a battery is 
activated autcmatically, the antenna derlcys and radiates 


cmnidirecticnally. 


Zone De 
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Fer tse against low-frequency radars, chaff must be 
very long anc so large strips of aluminum - rope - are used. 
Rope has a seccndary and catastrophic effect on high vcltage 
transmissions lines and its use for training cver 
continental land is very dangerous. In addition to this 
disadvantage, due ao mic Mmadsrriculty ame storing and 


launching, it is net commonly used. 


Ss Cerner Reflectors 


Cerner reflectors are more Suitable in land 
applicaticns where by carerul disposition they can sigulate 
meemages, factcries, etc... and so confuse the navigaticn of 
the enemy. They can also be used in airborne situaticns when 
a small airframe like a drone must be made tc look like a 


beg, Ecnber. 


It must be pointed out that in many cases the 
desired effect is to make a large bomber lcok like a small 
airframe. In these cases the formation of corners in the 
structure must Ee avoided by careful design. It has been 
Tepcrted fcr instance that the new bomber 2-1 has a radar 
Om@ess secticn of cnly 1/25 of the 38-52, although not auch 


staller. 


Bee COUNTERCCOUNTERMEASURES 


The CSc ech OL cImitter 1s a cconglomeraticn of 
Wimanmeted Lacar echces. So, Charf 1S a type cf clutter and 
corventicnal anti-clutter tecnhnigues can te used to reduce 


its jamming effects. 
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io@emecresc method of countering clutter, and thus chaff, 
mercy USing a Moving Target Indication (MTI) radar which, as 
is recailed, uses the doppler shirt in frequency caused by 


moving targets to distinguish these from fixed oz slow 


moving targets. Chaff, normally being a relatively slow 
target, 1s tken differentiated from the fast roving 
erccrart. Chart velocity 1s a function Gt the 


Smabacteristics of its construction and fEacking, of tne 
method of launching and also of wind conditions. It must be 
noticed that when chaff is employed as an ICBM penetration 
aid its velccity is comparable to the missile itself due to 


the rarified atmosfhere. 


Other anti-clutter technigues commonly employed in 
fulsed racars are: 
e amplifier with a logarithmic characteristic 
s CFAR (constant false-alarn rate) 
s rejecticn filters 
a ITAGC (instantaneous automatic gain control) 
s frequency and/or polarization discriminaticn. 

The first cne is based on the fact that some types of 
Clutter are described by a Rayleigh characteristic. It can 
be shown that if any Rayleigh distribution is applied to the 
input Cie a receiver With an idealized logarithmic 
input-output law, the resulting r.m.s. fluctuation about the 
mean at tke receiver output iS a constant, independent of 
Baesinput fLiuctuations and proportional to the slope of the 
logarithnic law. The mean value can be removed by passing 
me output Cr the Logarithmic channel throuen a 
differentiatcr and then the fluctuaticn components of 
Clutter are lert at a constant level, independent of strange 


and intensity and thus easier to get rid of [5]. 


The technique described above is one possible 


memeaguraticn of the CFAR concept. The 2de@a Of CHAR eis 
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based on the fact that either an operator or a digital 
precessor weuld like the false-alarm rate reascnably 
constant in the presence of variable levels cf noise, hkaving 
the radar automatically adjust itS sensitivity as the 


intensity cf interference varies {6}. 


IAGC ccerresponds to radio AGC (Automatic Gain Control) 
however is faster acting. Echo pulses pass with little 
attenuaticn but longer pulses such as these from extended 
clutter targets are attenuated. IAGC is ne lenger used in 


modern search radars. 


Clutter-rejection filters are based on the 
matched-filter principle and here the FEasic idea is to 


increase the target-~tc-clutter signal ratio. 


Finally, remembering that chaff is toth frequency and 
pelarizaticn sensitive, different modes of operation will 
result in diminished cross secticns of the chaff dipoles and 


this will winimize its jamming effectiveness. 
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fence PFATERS AND ITRANSPONDERS 


A large number of countermeasures technigues are based 
cn the radiation of deceptive signals Simulating radar 
target echoes [7]. These technigues have several advantages 
cver the "brute-force" method of jamming: 

a low average power output reguirements 

s less susceptible to anti-radiation missiles due 
to intermittent signal 

»# Signal spectrum can be concentrated at frequency 
Seecne victis 

es no betrayal of the fact tnat countermeasures are 
being eaployed which means the enemy 1S accepting inccrrect 
informaticn and is being deceived. Indeed, if he knows he is 
being ccuntermeasured, as in denial jamming, he can attempt 
to okftain the information he wants by cther technigues, for 


example, ty egpioying different frequency c-ands. 


On the cther side, a disadvantage of deceptive signals 
is the fact that this countermeasure must be "natched" to 
the victiz equipment and so there is not the characteristic 
oF "universality" that is present in denial jamming. AS an 
example, a ncise-modulated Signal of adequate power will 
obscure a target to several radar types, while a fulsed 
Beyly Cf farticular characteristics may ke expected toa 
constitute an effective countermeasure cnly against a 
specific class of radars. So, in deceptive jamming, unlike 


denial jamming, it is normally necessary te obtain a snore 
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ccmplete electronic intelligence freom the enemy. 


Deceiver systems are commonly classified inte two 
gereral categcries: 
as false target generators 


e track breakers. 


The difference between these categories depends cn the 
type of radars they are to operate against. Both categories 
Mamyeeenoe realized by repeaters, with a "straight-through" 
feature, cr transpcnders whicn normally derends ufen sone 


freguency memory or tuning procedure. 


iieeender to understand the dirtficulty involved in 
generating a false target it is possible tc subdivide the 
s€arch vwciuze of the radar in four areas, as Shown in the 
illustration relow [8]};: 
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es area A has the same azimuth of the target and 
increased rarges. In this area it is relatively easy fcr the 
target tc generate false echoes. 

s area B has smaller ranges in the same azimuth 
region. The generation here is possibly difficult. 

e area C has different azimuth regicn and increased 
ranges. The generation of false targets is moderately 
Geer icult. 

e area D has different azimuth region and smaller 
ranges, in which case it is very difficult tc create false 


ecnoes. 


False target generators are typically enployed 
against Track-While-Scan radars such as séarch radars with 


continuously rotating antennas. 


a. Straight-Through Repeaters 


Fer a repeater or transponder to effectively 
deceive an active system it must possess adequate gain and 
power output capability to provide a signal at the radar 
input at least of the same order of magnitude as that cf the 


true echc sicnal received from the target. 


The total required repeater gain 1s independent 
of radar power and range, being proportional to the square 
of the freguency orf operation, the effective radar cross 
section te ke simulated and the jamming-to-echo signal ratio 
required to produce the desired effect at the radar. With 
the decertive repeater of constant gain, signal strength 
varies GeEmectly with range, although it dces not 
SCintillate realistically unless provisions are made for 
this by means of a random aodulation scheme. At snort 


ranges the repeater may saturate, and gain is reduced. 


33 





Ancther factor of interest when dealing with 
jammers 1s the "burnthrough" range, that is the mininuno 
distance that jamming can be effective. Eurnthrough range 
depends or the power of the repeater, the target radar cross 
section and the stinimua jamming-to-signal (J/S) ratic needed 
for decertion. This ratio is a function of the radar type 
and methcd of déception being employed. When the rereater 
Signal must enter the radar antenna sidelcebes much higher 
J/S ratios are reguired. Several references in the 
literature deal with the derivation of formulas necessary to 
calculate all these guantities [9]. Sometimes the results 


are also presented in graphical format [10]. 


pS) its Simplest GOnfiqucation, the 
Straight-thrcugh repeater is one in which the signal is 
received, amplified in a broadband amplifier and reradiatead 
Without frecuency translation. The 1solation between 
receiving and transmitting antennas must exceed the active 
gain at all freguencies so that the system will not 


oscillate due to ccupling of energy back intc the input. 
E. Gated Repeaters 


In applications where it is impractical to 
cbtain sufficient isolation between antennas to prevent 
oscillaticn, or when it is desired to perfcrm the receiving 
ies tkLansmitting function with a single antenna, it is 
hecessary tc introduce time gating. During the arrival of 
the pulses at the repeater there are instants of recéttion 
and of transmission. The signal returned to the radar, 
although Eeing a series of pulses instead of just cage, 
Cannot be easily distinguished in the indicators, but it has 
a much wider spectrum and so can be discerned by detuning 


the receiver or with a signal analyzer. 
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In both repeaters false targets can be generated 
at the same azimuth sector but at increased ranges by 
mevying the delay in the channel. Also a multiplicity of 
false echoes can tke obtained at constant range but cover a 
large azimuth sector. This effect occurs if the frefeater 
output is caused to vary inversely with the strength cf the 
receiver signal cn a pulse-by-oulse basis. In this manner, 
little cr no output is obtained when the main beam cf the 
racar locks at the target, whereas maximum target outpet is 
miiated when the illumination by the radar, due to the 
Sidelobes, is at a low level. Another possible deception is 
to shift the transmitted signal freguency with respect to 
that of the received signal. This effect can disrupt the 


Seeration of an active system utilizing doppler shift. 


Cc. Single-Frequency Transponders 


In the simplest configuration, one receiver 
provides a trigger pulse to the transmitter each time a 
fFulse is received. The transmitter is sigilarly tuned to 
the radar frequency and transmits cne or acre pulses for 
each trigger input. The number and timing of the cutput 


pulses ccnstitutes the deception. 


d. S€arch-Lcck-Jam-Transponders 


iamerder to have the possibility cf simultaneous 
Operation against a number of pulsed radars an arrangement 
emplcying very rapid automatic tuning is used, as shown in 


Mme 2. The Ccreration is as follows: 
The puised signal arrives at the recéiving 


antenna and is amplified in a broadband RF amplifier. Then 


its leading edge is detected and passed through a video 
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Figure 2 - SiARCH-LOCK-JAM-TRANSECNDZR 
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amplifier tc initiate the sweep generator, whose output is 
applied to two voltage ccntrolled oscillators (VCO). The 
first VCC is used as a local oscillator to a mixer which has 
the received signal applied to its other input. The lecal 
oscillatcr sweeps rapidly over the operating frequency range 
of the equipment until the difference freguency cutrfut is 
within the -tandpass of the connected IF amplifier. The 
cutput cf this amplifier stops the sweep generator and the 
frequency determining voltage is clamped at this value for a 
predetermined period. When sweep-stopping occurs, the second 
Meta Bigh power oscillator, is gated on and operates as 
the transmitter auring ethe Stop pericd. The signal 
acguisiticn frocess just described must be completed during 
a Single pulse from the radar. So, large bandwidths, small 
delay tiazes and very fast sweep rates are mandatory. This 
arrangement can tbe effective against several radars which 


are looking at the target simultaneously. 


2. Irack Breakers 


The track breaking deceiver is tyricaliy applied in 
range, azimuth, elevation or velocity against tracking 
Fadars. This section will describe a track breaking in 
angle technigue called Inverse Gain Modulation and a track 


breaking in range known as Range-Gate-Pull-Cffr. 


a. Inverse Gain Modulation 


This deception is especially useful against 


seguential lcbing or conical scan tracking radars. 
In such radars the antenna points in the last 


Knewn direction cf the target and its narrcw bean is caused 


te rotate arcund antenna boresight modulating the echo. when 
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the anténna is on target the echo-modulaticn is zerc. When 
it is off target the echo return is amplitude modulated as a 
functicn of the angle between the target line o£ sight and 
the rotation axis. The echo signal will alsc be modulated at 
a frequercy equal to the rotational freguency of the beam. 
These mcdulations are extracted and applied to a 
serveo-contrcl system to reposition the antenna on the 


target. 


The basic idea of the deception is to retransmit 
pulses that are modulated with spurious amplitudes at the 
cenical-scan frequency. AS an example, it can use 1809 
opposite modulaticn, that is, when the radar Signal 
increases, the amplitude of the deceiver pulse is made to 
decrease and vice versa. Since the deceiver fulse is larger 
than the radar echo, the echo iS sufressed by the AGC 
circuits and the tracking Giree its sense Only the 
deceiver-fpulse aodulation. This, being inverse to the real 
echo modulaticn, tends to drive the scan center line away 
meem the target, thus introducing large errers or preventing 


Meade king cL the target. 


s 


cr. kange-Gate-eull-Orf (RGPO) 


This method is intended against tracking in 
range based on a split range gate technique, that is, the 
€arly-late-gate range-error sensing circuit, described in 


seyeral radar hooks. 


Mimc@mlcem—EgdemOnr, deCcertion, range tracking 1S 
Drcken cy retransmitting a sufficiently strong sigral to 
activate tke threat radar, and then progressively deiaying 
the transtission of the false range signal relative to the 
threat signaid. So, initially the RGPO just repeats with 


greater fewer and with minimun possibile delay but when the 
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Fadar receiver AGC acts, the delay is gradually introduced. 
RGPO is most effective against automatic tracking, because 
the operator can see the false target going away and also 
still see the small skin echo. There are two types of 
circuits employed: 

ae the frequency-memory-loop 


2 the loopless-memory-Lloop. 


Tke frequency-memory-loop (FML) system is used 
to receive, grecess and store the frequency transmitted from 
a threat radar, then transmit a false signal after a 
predetermined delay. Sonics Low £Or a four-level FHL 


system is shewn in Fig. 3 [11]. 


The received signal arrives at the antenna and 
1S amplified by a lew noise input traveling wave tube (TWT) 
where a detector senses the presence of the signal in order 
Memeeconcrcel by means of Ilcegic and timing circuits the 
transmissicn of the deceptive pulse. After the input TkT the 
Signal is again amplified by the loop TWT, where it is then 
divided irto two paths. One path goes to the intermediate 
and high power tubes through the output RF switch, while the 
@eeer is ccupled to the time-delay Section of the 


recirculatcry memory loop. 


After a predetermined delay, less thar the 
Tinimum pulse width expected, the input RF switch opens and 
the normally open loop RF switch closes. At this time, the 
Signal ccntinues to recirculate through the lcop rerroducing 
the input frequency. Arter the signal is transmitted a 
mimeer Cf tines selected by the logic and timing circuits, 
RF switch acticn ovens the coupled loop Dane te thus 
terminating the stored RF signal while prefaring the iccp to 


memcrize ancther input signal. 


TkTs are key elements Since they inccrpecrate 
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wide bandwidth and high gain with low noise figure. A more 
detailed analysis cf this compenent will Eke presented in 
Ghapter It. 


The delay line can normally be cf three tyfes: 
Waveguides, coaxial and acoustic, each one with advantages 
and disadvantages concerning size and weight, bandwidth 
capability, SOsit, spectral purity and loop gain 
requiremerts. 

Several American companies are developing 
components suitable for FUL amcng which are Teledyne MEC, 


Watkins-cchnsecn, Varian, Raytheon. 


The Loopless Memory Loop is a coherent microwave 
memory using digital storage [12]. A unigue memory called 
Microwave Pulse Storage (MiPS) has been developed by tMTasker 
Systems, Divisicn of Whittaker Corporation and intended to 
overcome scmeé or the possible deficiencies in existing 
Tkitydelay line memories by using real time digital stcrage 
technigueées. As for example, Since there 1S no circulation 
in this apfroach, there 1s no noise build up and therefore 
no Signal-tc-noise degradation with time. A MiPS semory 
System can store any RF pulse for as lcng as necessary 
Eliminating frequency shifts and power dropouts as there are 
ewe LOOp Cain Variations. It can Feconstitute the pulse and 
output it on demand as many times as required with identical 
or modified pulses. Basically, as Shown in Fig. 4, operation 


ls as fcllovws: 


Eyameanis OL a Local OScillatcr that must Ee very 
Starkle tc allow coherence, the incoming Signal is down 
ccnverted tc an IF frequency and then guantized. The 
quantized data is samcrled for digital storage at a rate 
determined Ly instantaneous bandwidth requirements. For many 


Wideband applicaticns, the frequency of the signal tc be 
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acguired is kncwn to a degree of precision requiring much 
less instantaneous bandwidth than the actual limit posed by 
current digital stcrage devices and also, cascaded memories 
Can provide a wide instantaneous capability when reguired. 
Upcn ccomuand, the digital memory contents are strobed out 


mererme Ceconstitution. 


foe LRONES 


The use cf drones as decoys normally gives a much nore 
realistic false target indication than the methods employing 
repeaters and transponders. In order to achieve a good 
Simulaticn the drone must present characteristics similar to 
the real tarcet with respect to: 

a aercdynamics 

*® tCadar cross section 

ociatatidtrion == OL = VvaLlatron of this radar cross 
section 

*e €lectromagnetic emissions 

es ircfrared emissions 


* appearance. 


It can be seen that to obtain all these characteristics 
the drone is likely to be very complex and expensive. One 
applicaticn where the utilization of sophisticated decoys 
Makes sense is with the strategic bomber aircraft. For this 
applicaticn inclusive the drone can have both an armed and 
unarmed versicen to force interception even if enemy radars 
distinguish the decoys From the bomber themselves. Sone 


examples cf drones are: 


* QUAIL, a decoy missile designed to be used with the 
Pez With a Signature radac similar to it. The payload 


include £CM equipment anda self-destruct explosive charge. 
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MERE REE FI (BMQ-34E), a Supersonic target drone 
developed for US Navy as an advanced version of the suksonic 
BCOM-34A. The new drone is designed to provide aerial target 
presentations at around fifteen thousand meters altitude at 
supersonic dash speeds up to mach 1.5 for a pericd of 
several minutes. In addition to the electronic systems 
necessary fcr iia c wGaiLrLes the fcllowing srecial 
eguipmert: 

e AN/DLQ ECM repeater equipment 

e X cand and C band tracking beacons 

a T&T radar augmentation for S, C and X band 
# sclid state radar augmentaticn for P band 


s pasSive radar reflectors 


* ACM-34V, a new model of ECM drone for the USAF that 
1s intended to upgrade ali Tactical Air Ccmmand's AQM-34 
drcnes. Eesides the AN/ALE-38 chaff dispenser, it carries 
jJammers in the Aa, C and E-band, which are respectively the 
bands cf the Soviet acquisiticn radars fer the sissiles 
ee 2, SA-2 and SA-6. 


meee COUNTERCCUNTZRSEASURES 


Ic put a false target at a distance smaller than the 
true target, the deceiver pulse must be generated by a time 
delay fren the previous radar pulse. To deny this 
pCssibility to the enemy it is sufficient +o modulate in 
certain ways the transmitted train of pulses, such as by 
Varying the FRF or using frequency-hopping. In the fcrmer 
case the echo from a false target will not be staticnary, 


re was a 


bt) 


belng spread over a finite range, as i 
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Multiple-time-around target. Frequency-hopping, if dene with 
€ach and every puise, will not allow these false echoes to 


appear. 


Tc put a false target at a difrerent azimuth than 
the true target, the deceiver pulse must enter the radar 
receiver via antenna Sidelobes. Therefore, a good ECC 
technigue against this is to make the antenna pattern very 


@irectional and to avcid sidelobes. 


2. Track Ersakers 


Tke Inversion Gain Modulaticn technique eS 
especially suitable for the conical scan tracking. Other 
angle tracking technigues are less or not at all affected by 


mabe type of decepticn [13]. 


Cre example is the lobe-on-receive-cnily (LORO) type 
of modulaticn. LORO has a fixed transmitted beam and only 
the receive beam nutates. This denies the fammer knowledge 
of the specific scan freguency heing used by the radar's 
receive artenna, fercing the jammer to sweep its apfplied 
modulaticn and thus only periodically be disruptive to the 


radar angle information. 


Another tracking technique relatively immune tc this 
deception is Simultaneous lobing or menopulse technigues, 
that derive angle-error information on the basis of a single 
pulse. The ccnventional method uses a four-hcrn feed if both 
elevation and azimuth error signals are wanted and is 
describec in several radar books. A new concept hcwever 
claims the use of a sSingle-horn monopulse feed and the 
extracticn of angle tracking error infcrmation is made fron 
the higher smcdes that are set up in any micrewave hcrn when 


the signal source is off-axis. 
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Several configurations of RGPO deception can be 
avcided, cr at least made more difficult, if the tracking is 
made in the leading edge of the radar echo. Indeed, even 
when the RGFC is just repeating the radar signal, there is 
an inherent small delay in the deceiving eguipment that 
makes the false Siaqnal appear a little after the true target 
in the radar receiver. Thiscseetaack Cannot pe broken if 
range measurement is made exactly in the initial porticn of 


the signal, where cnly the true echo is present. 


Cther techniques, however, can still disrupt the 
tracking as for example when a chaff rocket is fired fcrward 
fmemtacrget. In this case an ECCM called "gquard-gates” is 
very useful. In this technique gates are positioned 
lmmediately preceeding and following the original tracking 
gates, with the function described below, for the chaff 


rocket example: 


When the echo from the chaff enters the leading 
guard gate the system, if desired, automatically enters a 
mode of cperation called "coast". In this mode the tracking 
continues fcllowing the same stored rate that existed 
immediately before the deception and proceeds in that way 
until the clutter appear in the afterward guard gate, when 
normal cpferation is then reassumed. If operation in coast 
mode is nct desired, guard gates can be used only as a 
Marrang that something is trying to disrupt the tracking, 


and other measures can then be taken. 
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The chjective of masking jammers is te obscure or deny 
infcrmaticn to the enemy by hiding the desired data in 
interfererce or noisy Signals. 

The characteristics and complexity cf these denial 
jagmers defend on Phe ai use = 22 tegainst cTadar, 
communicaticns or fuzes - and also on the type of device 
being janmed. In the radar case, for instance, it cculd be 
desired tc “am a conventicnal pulsed radar or a nore 


scphisticated frequency-kopping or chirp radar. 


Therefore, depending on these factors, certain 
reguisites will be necessary regarding power, bandwidth and 
mcdulaticn. Nermally the first two, power and bandwidth, 
cannot ke Simultaneously satisfied and this leads to 
different corfigurations of masking jammers such as barrage 


and Spot jammers. This will be discussed later. 


Often tke modulation source selected is noise. An early 
system, Direct Noise Amplification (DINA), Simply used a 
brceadband ncisé source and wideband high pecwer amplifier. 
This elirinated the need for modulation of a carrier 


frequency. 

DINA is no longer used due to the small amcunt of 
average fpower, resulting in a very low efficiency. A 
Variation cf this type, employing a frequency conversion, 


Was also used with the same deficiencies of DINA. 


A third type, amplitude modulation by noise, was still 
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ineffective dye to the fact that most of the power was 


wasted meen e Carrier and had a limited bandwidth. 


Finally retter methods were develored such as freguency 
mcdulaticn ky noise. This method has the great advantage of 
presenting a ratic of Average Power/Peak Power egual tc one. 
However, frequency modulation by noise alone does not give a 
meee unifcrm spectrum. In order to obtain this, other 
methods were ¢mzployed: first utilizing as mcdulating signal 
a sine wave ;lus noise and secondly using a sawtooth flus 
noise. fhe tasic idea is that the shape of the spectrun is 
approximately equal to the probability density function 
Seeder.) OL the mcdulating signal. The arrroach is then to 
Meee O Change the p.d.f. of noise from Gaussian to Uniforn. 
This can be done by using a non-linear anplifier whose 
input-output characteristic is described by the error 
memeticn. Fcr this reason this system is called "erfer'". In 
practice, the implementation of this process is not too 


Mmrmeeyvoeult tc cbhtain. 


Denial jatuming can be classified according to the scatio 
of the jamming signal bandwidth to the acceptance candwidtnh 
of the victim radar. Ir the ratio is large, the signal is 
Called barrage jamming. If the ratio is small the signal is 


Saueed spct jamming. 


Barrage jammers, therefore, are wideband nceise 
transmitters designed to deny use cf frequencies over wide 
Berzticns C£ the electrcemagnetic spectrum. The great 
advantage is that it is possible to jam simultaneously 
several enemy receivers or jam the entire range of 
frequencies cf a frequency-hopping radar without tuning the 


transmitter. 


Spot jamméers are narrowband, tunable transmitters used 


to mask specific systems. In this case, the complete “ammer 
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System nermally consists of a receiving antenna and 
reconnaissance receiver, a power management circuit and the 
jammer transgzitter with antenna. In some cther types of 
systems the functions of the receiver and the transmitter 


are deccurled and an operator links the two. 


A "“‘leck-through" capability is desiratle in order that 
the jammer may be kept on the frequency of the transmitter 
to be jamzed and also to know if the transmitter is still 


radiating. 


The chief advantage of spot jammers is the fact that 
their output is concentrated in a narrow spectrur and 
therefore greater distances of effective jamming can be 
obtained as ccmpared to barrage jammers. Or, conversely, for 
the same distance the spot jammer requires less power and 


thus could ke smaller and lighter. 


Pee CAANSMIT TUBES 


QOne can ceduce from the abcve considerations for masking 
jJammers that the transmit tube is OF considerable 
importance. It can even be said that the study of a 
transmitter is pasically the study of the tube used. In 
agreement with this it can be observed that it iS not common 
to find as many advertisements by Manufacturers Of 
transmitting eguipment as are Found “for the ‘cther 
specialized EA eguipments, such as receivers. On the other 
hand there are many advertisements Concerning tne 
Characteristics of the tubes and associated micrcwaves 
devices. In order to reinforce still more the idea it is 
WOrthwhile te point out that the US Department of Derense 
Will bocst research and development funding for microwave 


tukes and solid-state devices by as much as 20% annually in 
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cefming y¢ars. 


The basic need of these devices is normally high power 

but other requirements must also be net: 

se wide bandwidth 

s modulation capability 

se efficiency 

s reduction in power requirements 

m bigh gain 

@eoaltrple-threat handling capability 

s lew cost 

a leng life 

e reliability 

s ¢Mall size and weight. This last characteristic 
is very iapertant especially for airborne use where the 
limited space available leads to restricticns in the number 
Soee5a E€quizments. For this reason, the Manuracturers 
developed one tube and power supply suitable for use in both 
masking and decertion jamming transmitters. This means that 
it is highly desirable that the tube works efficiently in 
both a CW and pulsed mode of operation. This is called 
Pose MOCE oOpercraticn. A desirable specification is tc have 
dual-mode pulse-us of 10 db mininum (pulse cn top of Ch ina 


smgte ture). 


Also, sctetimes, due to the tactical application, cne of 
the abcve characteristics becomes increasingly important. 
For example, in stand-off jamming, where normally it is 
necessary tc jam through the sidelobes and not the main 
beam, pcwer becomes crucial. EOE expendable systems 
prckakly cost and size, besides power requirements, are the 


key factcrs. 
The more used tubes include klystrcens, cress-field 


amplifiers (CFA) and traveling wave tubes (TWT). The latter 


seems tc be gaining the preference of the EW community and 
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will be used as basic to the following discussion of scme of 
the more impcrtant characteristics [14]. The others will be 


covered later. 


* Bandwidth 


Until recently a typical tand covered Ey jamming systems 
ranged frem 0.7 tc 18 Ghz. Today the tendence is tc extend 
this upper limit tc 40 Ghz. Indeed, it is expected that the 
region cf the spectrum from 18-40 Ghz will see increasing 
use as the evcluticn of technology permits developmert of 
new compcnerts. SGalay alte. ils gUSt a matter of picking a 
Microwave advertising catalogue and seeing hcw the trend has 


moved toward filling the 18-40 Ghz region requirement. 


In order to reduce the number of tubes and associated 
circuitry necessary to cover all this range cf frequencies, 
the widest instantaneous bandwidth wen no tuning 
requirement 1S in principle desired. At present, the TWT 
with it helix slow-wave structure is capable cf octave and 


scuetimes multi-cctave operation. 


* Pcwer 


Power is a function of the frequency that the tube is 
designed to «wcrk at. For the TWT, typical numbers in the CW 
mode rance from 600 watts at the lower end cf the regicn to 
20C watts at the higher frequencies. In the pulse mode the 


Variaticno is from tkree to two kilowatts peak power. 


In applications where greater power is needed - and with 
tccay's ECCM improvements this often occurs - one can employ 
tukes in a parallel arrangement with the additional 


advantage tkat the failure of one tube does not necessarily 
end the usefulness cf the system. However, there are 
prcblems when trying to combine in parailel the cutput 


powers of several tubes: relative phase changes between the 
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tubes anc ccmponent compatibility, generally introduce a 


Semoined efficiency reduction. 


* Life and Reliability 


Especially for shipkorne use, due to the duration cf the 
Bissions, the life of the TW could result in one cf the 
biggest suprly headaches for EW maintainance. An excessive 
Number cf spares must be carried to face the low MTBF of 
scne older mcdels, with an operaticnal filament life of a 


few hundred kEcurs. 


* Gain 


The dain Or the transmit tube reflects in the 
Mmeacteristics of the driver stage. If the gain is not high 
encugh, et requires a more powerful driver anc the 
Somueeguent igplications cf cost, size , weight. TWTs have a 
gain in the crder cf 30 to 60 db and powers of less than one 


watt are required to excite then. 


* Mcdulation Capability 


Tube moculation for ON/OFF gating is required for 
lock~thrcugh capability. A smooth transition between CN and 
OFF is desirakrle and the faster the modulation rate, the 
better its usage in the overall system. TWTs often have low 
current electrodes which can be used fcr modulation, 


reguiring lcw fower. 


Finally, a -Erief discussion in the other two tutes, the 
Mra and the klystrcn. 


CFas typically have two-thirds of an octave as their 
instantaneous bandwidth and can be electrically tuned to 
octave bandwidths, although this increases complexity to the 


cverall system. They can aiso be easily modulated for 


ae 





meek—thrcugh. 


CW CFAs are net yet available in ail bands. However, it 
must Le peinted out that they are not as developed as the 
TWTs, and when funds are provided to advance the technology 
new improverents wiil be discovered. Lees ~Currently 


Supposed that the Russians give great importance to the CFA. 


RebyetiLecns are high power, high gain, high efficiency 
devices. However, generally only useful for narrewband 
applicaticns. Their instantaneous bandwidth is 1% cf an 
octave and they can only be tuned over a bandwidth of up to 
one-third cf an octave , and by a slow mechanical precess. 
They alsc require a large cathode modulator to obtain a 


Meerk-chrcugh characteristic. 


Several cther microwaves devices are presently in an 
early phase ct develcpment, research or initial production 
for EW apflicaticns, such as the gallium arsenide Impatt 
devices, the galliun arsenide Pies varactor-tuned 
oscillatcrs, special types of parametric amplifier and YIG 


milters. 


B. HIGH EQWER JAMBERS 


The first generaticn of masking jammers was of the CW 
Power Oscillator type, using mMagnetrons OE kackwave 


S=ciallatcrs as transmit tubes. 


As an example cf this type there is the ALQ-7E&, an 
airkorne ped-mounted jammer delivered by Raytheon Company, 
USA, and used in the EA-6A of the Marine Corps. It is a 
manually ccntrclled CW noise jammer in the bands C to J with 


beth spot and ktarrage capability. In this type of systea, 
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ede Operator uses the Warning receivers to determine threats 
frequency ard direction. Then he tunes manually the 
transmitter, selects desired jamming bandwidth and also 


positions the jammer'’s directional antenna. 


Anctker generation started with the shift toward the 
Master Oscillatcr Fower Amplifier (MOPA) approach, that 


provides rFetter versatility and effectiveness. 


A typical system is the ALQ-99 designed to be the 
Tactical Jagming Transmitter of the EA-oEF, the Navy's EW 
aircraft. The driver stage that feeds the output TWIT is a 
lcw-level RF oscillator modulated by a digitally ccntrolled 
Signal géererator, the Exciter. This receives its inforratiocn 
frcem an cnkcard computer that processes data from warning 
receiver outfuts and operator commands. The steerable 
antennas alsc are oriented automatically Ey the comtuter. 
An cnbcareéc mcdification of the ALQ-99 system is now béing 
@emereped to be used in the EF-111A, the USAF counterpart of 
jhe FA-6E. 


Raytheor Ccmrpany also delivered recently to the GS Air 
Force a test model of a jammer employing a CFA tube, in the 
Bends G-H-1. 


Co. COUNTERCCOUNTERMEASURES 


* Pulse Ccmpression [15] 


ic is eeaeetechnagque that is basically intended to 
increase the average power of the radar. The way this is 
done results in a reduction of the required signal-to-noise 
ratio by a factor called the dispersion factor D, meaning 


that the radar becomes less vulnerable to interfering 
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Signals and jamming. 


Pulse ccmpressicn involves the transmission cf a lena 
coded pulse and the processing of the received echc to 
Setain dew duetelatave!y  NaErow pulse. This prccess, 
elongating the pulse but maintaining its spectrum bandwidth 
large, gives the desired increase in power - the pulse is 
elengated - maintaining the characteristics of range 


discrimiraticn due to the wide spectrun. 


There are several ways tc generate these rulse 
Gbaracteristics. The linear FH or "chirp", is the easiest to 
generate and, because of its great popularity, more devices 
for generating and processing linear FM have been developed 


than for any cther coded waveforn. 


The transgsitted waveform consists of a rectangular pulse 
of constant amplitude A and duration T. The frequency cf the 
transmitted pulse increases from £1 to £2 cver the duration 
of the puise. The frequency-modulated echo received Fy the 
racar is fpéssed through the pulse compression filter that 
speeds up tke higher frequencies at the trailing edge cf the 
pulse relative to the lower frequencies at the leading edge, 
cCmpressirg intc a shorter pulse of duration 1/8 where 
e-22-t1. Tre abcve mentioned dispersicn factor D 1s equal 
imo ET. 


Ancther way to do pulse compression is by phase-ccded 
wavefcrms. Here, the long pulse is subdivided into a sumber 
of shorter subpulses each transmitted with a particular 
phase, selected in accordance with a phase code, normally 
binary. Upen reception the compressed pulse is obtained py 
either matched filtering or correlation processing. The 
compressicn ratio is equal to the number of subpuises in the 


waveform. 
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* Diplexing 


This is cne mode of frequency diversity where two 
frequencies are used and the better signal of tke two 
receivers is taken. So, in crder to be effective, the eneny 


must jam Ectk frequencies. 


* Frequency Hcpping 


If a racar keeps changing frequency, a spot jammer can 
be easily cectntered forcing the enemy to spread his energy 
in a wide tand due to the impossibility of knowing the next 


freguency. 


As an example, in a satellite communicatior link it 
takes 0.25 second for the earth station - satellite - earth 
staticn trip. So, hopping frequency four times a second will 
deny the sfot jammer access to the link. In radar 
applicaticns, with the new tubes available, it is possible 


to change frequency at every pulse. 


* Maximum supression of sidelobes 


The stand-cff method of jamming normally transmits using 
the sidelobes of the jammed target. If these sidelcbes are 
kept small, extremely high power must be used in order that 


the jammers can stand at a safe distance. 


* Spread Spectrun 


In this technigue a wideband noise-like signal is 
generated by a shift register and viewed as a carrier on 
which the message is imposed. At the receiver, an identical 
shift register noise generator, synchronized to the one at 
the transmitter, cenerates the same ccde that is suktracted 
Paoimecle inceming signal, reconstituting the informaticn. A 


spread spectrum signal may be used at a low detection level 


56 





and occupy a very large Fandwidth simultaneously with 
several cther spread spectrum signals, each having a 


different pseudo-random noise code. 


If ttere is a jamming signal that dces not have any 
correlaticn with the code, when de-spreading at the 
receiver, tte spectrum of this jamming 1s spread and then 
diluted. So, against a link using spread-spectrunm, the kest 
jamming is, in principle, the one that has the narrowest 
spectrum, that 1s, CW jamming. However, a notch filter can 
ccmpletely nulify the effect of the CW jammer and sometines 


a brcader spectrum is also useful. 
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feu tL LIZATICN DN SLECTRONIC RECONNAISSANCE 


Intercert receivers are used an Dlcetronuc 
Reccnnaiscsance, an integral part of Military Intellicence. 
Electronic keconnaisance (ER) is one of the basic methods 
for cktaining information about parameters and disposition 
oer hostile electronic devices and their coordinates. 
Although scmetimes just a matter of nomenclature it is 
possible to recognize some subtle differences amcng three 
mmeesseS Cf ER [16]; 


* ELINI (Electronic Intelligence) 
* ESM (Electrcenic Support Measures) 


* RAAW (Radar Homing and Warning) 


ELINT is the collection of data accumulated during long 
pericds cf time and leads to an almost complete knowledge of 
the characteristics of the electronic capability of the 
enemy. It 1s essential in crder to permit a precise 
development cf cne'sS own equipment, to counter, or tc avoid 
being countered by the enemy's electronic systems. There is 
thererore sufficient time to record, analyze and compare the 


agnformaticn cktained. 


ESM relates to tactical kncewledge and thus the value of 
the infcrmaticn must be current. The collection time is not 
as lcng as in ELINT and the analysis must be available 


gGuicker, fpertaps real time, thus permitting to be known what 
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eguipments are being used by the enemy and allowing the 


Meerdraticn Cr modification of the ECM plan. 


RHAW is more pertinent to aircraft operations where the 
detecticn cf threats, analysis and acticns must be taken 
algcst autcmatically, obeying a built-in or programmed flan 


Simaction. 


Therefcre, due tc the different missions, it 1s expected 
that the ecuignent employed in ER varies greatly frem the 
One carried in a heliccpter to one aboard an electronic 
reconnaissance aircraft or to those that are shirghbcrne 
installed. Tke tasic features remain the same however, and 
differences cnly will be pointed out when their impact 


results in ccapfletely different approaches. 


The f[rircipal function of the intercept recéiver is 
therefore Military Intelligence. The basic idea is to 
prcevide infcrmation in the minimum time on the existence and 
characteristics of various signals. Several answers aight 
be representative of what 1s expected to be gained from an 
lntercept receiver. Regarding the strategic and tactical 
point of view, fer instance, the following information is of 
interest: 

s lccation of defenses of the enemy systems 
e® area of coverage orf this defense 
a heurs of operation and methcds of usage 
Mmtcbiemuye  Caparclizcry, Saturation characteristics 


and reliakility of the defense systems. 


Technical intelligence varies according the tyve of the 
System cf the enemy. For a radar system, fer instance, the 
follcwing parameters are normally of interest: 

e frequency cf operation 
a pulse width 


« fulse repetition frequency 
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e antenna characteristics 


a pcwer output 


Besides these farameters, electronic signals also have 
certain specific features which are peculiar to them, such 
memeorm Of pulse, form of radiation pattern, polarization, 


bandwidth, RF coherence. 
eee GASLC CCNEIGURATICNS 


Piemintercept Recelver used as an electronic support 
equipment ncrmally differs from the commen receiver in 


several says: 


* aksence of a priori information - Several tyres of 
receiver kncw in advance the characteristics cf their 
Mme) Thi= is the case of the radar receiver where the 
eche format is tasically the same cf the transmitted signal. 
By contrast, in the intercept receiver the operation is 
completely blind in the majcrity of the cases without 
FLrevicus kncwledge of the electronic characteristics cr the 
location cf tke scurce of Signal. This lack of a #friori 
MmirOrmaticn makes it more difficult to utilize circuits for 
integration technigues and thus the consequent improvement 


maetor Of the Signal—to-noise ratio is not available. 


* wide frequercy bandwidths and large dynamic rances - 
Intercept receivers must cover many octaves and since 
ccmponents and technology are so different in these diverse 
rFands, it is like having several receivers in one. The 
dynamic range also is enormous. Due to the one-way 
transmissicn, signal levels could be very high but con other 
occasions it may be necessary to intercept a lcw power 
transmissicn via radiation from secondary lobes anéd high 


Sensitivity is mandatory. 
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* ccuplexity cf signals characteristics and presence of 
false targets ~- The enemy will try by alli means tc avoid 
detection cr to bteing countermeasured. He will not only make 
use of decertive techniques but also his signals will 
frequently ke subjected tc programmed cr even randon 


variaticns in character during a transmission period. 


The mcré important operational requirements of intercendt 
receivers aré gocd sensitivity, high Europa silty On 
detection fcr signals above threshold and small tine for 
detection. MTkese requirements, in principle, are opponents. 
Beeman eXatele, if the receiver has its front end "wide-cpen” 
this assures instantaneous 100% intercept probability for 
Signals akcve threshold, considering cmnidirectional 
receptior. The threshold level is however high because the 
system is also wide-open to noise and thus the sensitivity 
deteriorates. Besides takes, making the receiver 
Cunidirecticnral loses azimuth information. A fossible way 
to handle these fproblems of antagonisao between the 
requirements is tc maintain a higo probability of detection 
and imprcve the trade-offs by using a secend configuration 


GmmreCELVEr. 


With all these factors influencing design there are 
different types cr intercept receivers each one with its 


linitaticns, advantages, trade-offs and compromises. 


1. Crystal Video Receivers {CVYR) 


= > a ee oe oe = <a a ee ee 


This type of receiver consists of a diode detector 
(crystal) fcllowed by a wide-open video amplifier, generally 
with a l¢ecarithmic ehaedeteristic. In eistaeee basic 
configuraticr it does not permit frequency measurement, 


except within the bandwidth of the antenna waveguide and 
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crystal characteristics. It can be used to determine cther 
parameters of the signal such as PRF, pulse width and pulse 
amplitude. Its greatest advantage is simplicity allied to a 
good dynamic range, stability and high probability of 
detection fcr signals above threshold. The CVR is therefore 
useful in applications where complexity, space and cost are 
restrictive considerations and EO early warning 


applications. 


2. Instantaneous Frequency Measuring Receivers (IFM) 





The IFM receiver has a broadband, wide-open 
characteristic that allows Simultaneous measurement cf the 
instantaneous frequency of all in-band signals, that is 100% 
Meerability cf interception for signals above threshold 
imi? |}. 


The key component in providing this capatility is 
normally a Ercacband microwave solid-state stripline fhase 
discriminatcr. The discriminator output ccnsists of video 
Signals that are a function OL the amplitude and 
instantanecus frequency of the received signal. The video 
Beemais, appropriately combined as shown in Fig. 5, are then 
meeried t¢ orthogonal plates of a CRT display. In the case 
of a CW cr pulsed input Signal with constant frequency and 
amplitude, tke presentation in the CRT has the form of a dot 
With radial distance to the center of the scope proportional 
to input fewer cf the signal and angular displacement 


prceperticnal to its instantaneous frequency. 


Ike Ee t that the measured freguency is the 
instantaneous frequency implies that there are no sidebands 
displayed as in a spectrum analyzer and therefore sideband 
components cf a strong signal cannot mask weak signals close 


in frequency. A typical IFM receiver can resolve two 
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Signals sé€farated Pueeregquency by 5 Mhz. This high 
mescluticn aS very important because operational 
environments are frequent where signals terd to "stack up! 
in certain regions of the frequency band. IFM receivers are 
alse advantageous for acquiring and recognizing 
sophisticatec: freguency~agile radars such as chirf or 
freguency-horring radars. Figure 6 presents an IFM polar 
display and several possible configuraticns on radar 
Signals. The first signal (1), at 8.2 Ghz, has a fixed 
amplitude anc frequency (characteristic or a tracking radar 
that is iccked cn the receiving platform) as shown by the 
dot on tke display. The second signal (2) has a 20C Mhz 
intrapulse frequency shift (chirp) that is characteristic of 
a pulse-ccmpressicn radar. The third signal (3) is a 
pulse-to-fulse frequency-agile radar that juaps rardomly 
among 8 freguéencies within a 500 Mhz band (9.5-10 Ghz). The 
fourth signal (4) has a pulse-to-pulse amplitude nodulation 
as shown by the almost continuous trace. This is 


@emaracteristic of a conventional search radar. 


tke IFM receiver as presented above 1S basically an 
acquisiticn and continuous monitcring receiver. FOr 
additicnal analysis concerning cther parameters of interest 
Such aS PREF, pulse width, coherence (to distinguish a MTI 
radar) the IFK 1S usually coupied to a narrowband analysis 
receiver. Signal sorting ies analysis can te made 
automatically or fry means of an operatcr ccntrolled Angle 
Gating circtit (cursor), adjustable regarding width and 
angular pcsiticn. In the same Fig. 6 the gate is shown as 


dashed lines bracketing signal (1). 


The conventional frequency scanning type 


superheterodyne receiver consists of a mixer, a scanning 
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lecal oscillator and an intermediate frequency tLandpass 
mmpeeri.er, é€s ShcWn in Fig. va. The local oscillator is 
scanned thretgh a freguency range sufficient to cause a 
difference treguency component to Sean ta sougn: tne 
intermediate frequency band for any signal in the input 


frequency Lard, aS shown in Fig. 7b. 


In these receivers the time required to achieve a 
specified airtercert probability varies inversely with the 
duration ef the scan associated with the frobability of 
intercept cer scan. This latter 1s very reduced if ore tries 
to oktain at the same time multiple parameters such as 
azimuth and frequency. Therefore the basic mcde of operation 
for scan receivers 1s ncrnally limited to the scanning of 


freguency, while using omnidirectional antennas [18]. 


The parameters defined below and alsc Shown in Fig. 
S and Fig. S$ will be helpful in the follecwing discussion 


ccrceerned with some types of scan: 


* T - Signal pulse repetition interval 
* Tt - antenna scan period 
* Ta - duration of the train of pulses at the receiver 


feluminaticr period) 


* Tc - waximug time possibly necessary for detection of 
the signal 

* T,r - receiver scan period 

* A - acceptance band of receiver 

* D - sweep bandwidth of receiver 


fhe first scan-receivers were of a manual Slow-Scan 
Myre, that is Tr >> T1 as shown in Fig. 8a. It can be 
verified that, in this case, TrA/D must be greater than T! 
moe@meOUx Interecere probability and Ic= T,. Therefore, in 
order to rinizize Ic, the ratio AYD should te increased with 


the trade-off cf fpeocrest sensitivity of detection due to the 
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fact that the receiver is beccming wide-open. The maximuno 
Meesible value t0r this ratio is unity . In this situation 
there is cf ccurse no sweep and it is Similar to the CVR 
case. Ancther problen in increasing the accerftance 
bandwidth A is that this implies poorer resoluticn of 
Signals clcse€ in freguency, pecause of the increased time 
Bunation cf the IF output pulse, as can be deduced fron Fig. 
6a. 


Intermediate-Scan receivers result if the speed of 
¢canning is increased so that Tr becomes ccmparable to T!, 
as shown in Fig. 8b. This figure presents exactly the 
adverse sitwvaticn in which intercepticn is very unfavcrable 
due to the clicseness of synchronism between the rotaticn of 
the racarc antenna and the scanning cf the receiver. 
Intermediate-Scan receivers are subject to inconsistencies 


amen therefcre probabilistic in nature. 


Rapic-Scan receivers are characterized by Tr, < < T!} 
cr, this is tc say, Tr is comparable to Tae, as shown in Fig. 
9a. In each scan at least one pulse of the train will be 
certainly irtercepted provided that A > DT/Tr. Because 
nermally cniy a few puises of even a single one may tke 
intercepted in each sweep, certain parameters of the signal, 
Eien as the FEF, are difficult to cbtain during the normal 
scan pericd. Therefore, for a more complete analysis, a 
dwell-type cfperation is commonly alternated with the scan 


Bericd. 


Micrcscan receivers, as shown in Fig. 9b have Tr 
decreased still mcre until it becomes smaller than the pulse 
Width. In this sitvation, each and Every pulse is 
intercepted hcwever this advantage is not obtained fcr free. 
Indeec, intercepted pulse segments, being narrower, require 
increasec¢ video Landwidths with consequent increased noise 


effects. Sinailar tc the rapid-scan receiver, for a complete 
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analysis cf the signal parameters, including now the pulse 
Width and chirping frequency, a dwell-tyrpe operation is 


commonly alternated with the ncrmal sweep period. 


It rust be pointed out that the abcve discussion is 
cercerned with the basic format cof scan receivers. Several 
techniques cf signal processing have been employed to 
lmprove tne trade-cff results indicated above. One of then 
uses dispersive delay lines as IF filters. These receivers, 
kncwr as Compresslive-Receivers, are related to chirp radars 
in which a dispersive filter is used to compress a linearly 


freguency-moculated pulse into a much shorter pulse. 


Fulse compression, as applied to modify conventional 
Superneterodyne scanning recéivers, has several interrelated 
advantages. Ey analogy with the radar application, it 
bkasically iaproves resolution, that is, the recéiver's 
ability tc distinguish between signals clcsely spaced in 
Preguency, and also the belated» abiskity to detect small 


Signals in clcse proximity tc large signals. 


Ike imprevement in resolution is cbhtained without 
decreasing the IF tandwidth and this fact reflects as a 
better Ererabada ty of MiZercept Lon without loss of 
sensitivity. A conventional scanning receiver, in crder to 
have the sane resoluticn and sensitivity, wculd be reguired 
Memecdn #UCh tore sicwly, drastically reducing intercept 
pretability cn short pulse emissions or, if they are 


repetitive, prehibitively increasing the time of detection. 
The pulse compressicn receiver takes advantage of 


the fact that the IF cutput pulse, as can ke observed in 


Pig. 7, is frequency modulated because of the scanning local 
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cscillatcr. The frequency-dependent delay cf the compressive 
Meptel 1S adjusted so that the beginning of an IF cutput 
rulse is delayed a length of time equal to the duraticn of 
the pulse. Intermediate portions of this pulse are 
prceporticnately delayed a lesser time, the result beinc that 
all the sicnal energy tends to emerge frcem the compressive 
filter at cne instant. Because this tendency tcward 
instantaneous response is bandlimited, the cutput rfulse has 
pa finite duration and its shape is the Fourier transform of 
the IF béendpass shape. Thus, this compressed pulse duration 
Mom apprcximately the reciprocal of the IF Hand nidiene 
Altkough there are other considerations invclved, it can be 
seen that in principle an increased IF bandwidth is desired 
and this is advantageous eli the PEQva DALI ty or 


intercepticn. 


Pee channelized Receiving Systems { 20] 


Tke channelized IF or Contiguous Pellet Te Bank 
Receiver is kasically intended to combine the sensitivity 
and frequency rescluticn of the superhetercdyne with the 
gh intercert PaOreoiitay Ome rde=-Open CVR or ITEM. A 
typical channelizer system blcck diagram, as shown in Fig. 
10, is a superheteredyne receiver with an IF two gigahertz 
wide, the scanning cf the total band 0.5-18 Ghz being 
therefore exceptionally fast because of this large 
instantaneous Eandwith. The IF is then subdivided by filters 
into 20-100 channels separately detected and amplified by 
its own videc amplifier. Simultaneous signais, if separated 
Ey more than a filter bandwidth are sefarately detected, 
tagged and reéforted with the channel number. If two cr nore 
Signals are ina filter band, a vernier channelizer used in 
series can resclve pulse freguency to abcut 3 Mhz. Tf 
Mitcmattec Eececgnition of radar type is desired, digital 


encoders are added and shared among the channels. The 
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enceders transform the detected video pulse into a multibit 


@igital werd for further processing. 


Channelized receivers are typically used to cue or 
set a superteterodyne analysis receiver cnto a signal of 
interest cr accurately set a jammer transmitter onto a 
signal te te jammed. Their cost-effectiveness and size 
depend on the mechanization of the IF filter Frank and the 
ccmplexity of the video data processing circuits that follow 
it. One key element that allowed putting all these channels 
in parallel was the development of new manufacturing 


precesses ccrcerned with microwave integrated circuits. 


Cee SLGNAL ecFCCESSING 


The discussion that follows will assume the 
Swemetence Of highly scphisticated threats. This is cf course 
net only a valid but necessary asSumption. However tEefore 
preceeding it shcenuld be kept in mind that sopnisticated 
threats are ¢lso mcre expensive, complex, larger, and thus 
ne t carried by ali platforms. AS fOr example, 
frequency-horfring cr PRF-varying radars are certainly more 
difficult tc detect, identify or jam than conventional 
pulsed radars. However, the great percentage cf radar 
systems are cf the latter type - and it is 2xpected to 


remain that way for scme time. 


Frocessors for these simpler types of threats are 
naturally easier tc lmplement. They.are not cnly useful for 
countering several actual eguipments but also possess some 


Fasic features which are the Starting point for more ccamplex 
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systems. With this idea in mind, Appendix A discusses the 
essential recuirements of a circuit intended to measure the 
PRF and PR cf a conventional pulsed radar. Emphasis is 
placed on how to cope with the problem of unsynchrenized 
arrival cf the train of radar pulses due to antenna 


metaticn. 


Mcdulated ERF certainly requires a much more ccmplex 
Signal analysis. Indeed, these sophisticated threats made 
hard-wired processors virtually useless On their 


mecegmilticn cr identification. 


Ancthéer problem 1s that unfortunately a processor 
must handle mcre than one Signal at a time. Indeed ir the 
modern EW envircnméent an incredible rate cf 100,000 fulses 


per second fer RF band could be present. 


The demand for petter programmability as well as 
greater capatility has resulted in an increased use of the 
ccmputer in an EW environment [21]. In addition, the cost 
of memory elements has been significantly reduced as 


ccmpared tc hard-wired logic elements. 


In a typical computer based system the various 
threat faragzeters are stcred in the computer memory, thus 
creating a ccrparison library readily updated by a software 
change. The system logic also can be stored in the memory 
taking advantage of software techniques. As an example of 
the use cf the computer, the same PRF measurement problem 


could be attacked in the following way: 


The time of arrival (TOA) of each pulse is digitized 
and entered into ccmputer memory. The identification prcgram 
selects a TOA and adds to it the PRI of interest. A search 
is then rade cf the remaining data to determine if another 


pulse exists at, or close to, the new TOA. If a hit is 
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Meeained, the ~process is repeated until sufficient fulses 
meenwiocated £cr a FOSitive identification to be made. If the 
pulse train is not identified, a new start pulse is selected 


and the frocess repeated. 


In acditicn to signal processing the computer can 
perform ccrtrcl functions such as implementation of oftinun 
scan patterns programmed to vary as a function of the 
received envircnment. The kind of control function greatly 
varies with the intended use of the receiver. Indeed, as was 
rointed cut before, Intercept Receivers have such varied 
mab acteEristics that it 1s hard to generalize. In some 
mepticaticns for instance there is a general purpose 
computer shared amcng several systems - navigation, ccamand, 
weapons - -wkile in other configurations the computer is 
specialized end dedicated exclusively to the EW eqgquifment. 
A possitle classification when analyzing the role cf the 
Semeuter in Ek 1S tO consider its functions in ESM, ELINT 
and RHAW. Tue tc scme peculiarities, it 1s worthwhile to 
take a brief Icck cf the latter. 


a. EBHAW Mini-Computers 


Ccmplete automaticn of a system is not always 
the ideal mcde of cperation. Indeed, in several Situaticns, 
a skillec crperator is very helpful in data interpretation or 
Bec1lSicn Erecesses. In airborne applications however, 
Operators are cnly present in certain types cf aircraft and 
Paus, 19 cCrade¢r tO Minimize pilct load, automation is a nust. 
To achieve tkis anc cther goals, the new generation cf RHAW 
systems was designed oo make extensive use or 


foni-COMEUters. 


At the beginning of this decade, ccmfanies 


worked with availarle militarized digital processors but 
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these were tcc slew for most EW scenarios. Then they decided 
tc build their own computers, tailored to ketter fit the EW 
increasing reguirements. As for example, it was soon felt 
that the function cf radar warning by itself was not enough 
and great impcrtance was attached to a complete integration 


with jam@ing and weapons launching. 


The computer then, besides having application to 
the ccntrcl and signal processing alone, was charged with 
important functions in this integration. This is kncwn as 
Power Management. As defined, Power Management is the smart 
applicaticn of jamming power on a threat priority basis at 
the right tigze, cn the right frequency and pclarizaticn and 
in the right direction. 


Scme features of these new vintage RHAW systems 
prcevided ty the miri-computer multiple roles are: 

e kncewn friendly emitter signals cr signals of low 
interest are eliminated by either pre-programmed 
Mij=cructions cr by operator selection of inhibits 

s autcmatic threat Poo taza tl Cn in several 
levels, cnly displaying a certain number of threats of 
highest levels 

s alphanumeric display of these threats, for good 
readability 

a pricgramned (lOek—cneeugh' Capacity thus 
providing jaamer compatibility 

s can be commanded to search a very narrow region 
locking fcr cne specific electromagnetic signature or can he 
directed te se€arch all frequencies reporting all contacts or 
prcgraomed to execute many combinations between these 
extreme ccnditions 

a frequency scan limits and scan speed are selected 
frcem pre-prcegrammed sets of instruction or are changed by 
the operatcr while the system is operating 


a acceptance windows in parameters such as PRF, 
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pulse width, signal amplitude or bearing are exfanded or 
contractec as desired - differently in each of several 


freguencies 


WeenecUsec-Optical Signal Analyzer 


——~ <> <> ee ee ee oe ae > cee ee ee —— — <a a 


Real-time Signal analysis using acousto-ostical 
techniques is Eéince presently designed intc reconnaissance 
receivers. Although the method of spectrum analysis using 
Bragg technigues has been used in other applications for a 
iMenog tige, coiy recently it seems to be gaining recognitior 
to compete tecknolcgically and pricewise in the ccmplex 
field of EW signal processing. Improvements in the necessary 
components of the system, allied with a decreasing ccest and 
Superior technigues are the key factors respcnsible fcr the 


Mapulse tkrat has occured in accusto-optical processing. 


Eragg diffraction is one of the more important forms 
Beeecund-light interaction {22}. The basic arrangement for 
lgmplementing spectrum analysis based on this princifle is 
sShcewn in Fig. 11. The so called Bragg cell is represented by 
the glass kcex filled with a liguid medium and having at one 
extremity a fiezoelectric transducer cut for a specific 
frequency Eand. When excited by electromagnetic energy the 
transducer makes the conversion to acoustic energy wnich 
takes tke fcerm cf a traveling acoustic wave with a 
wavelength L, thus creating regions of different indices of 


refraction in the liguid mediua. 


A plane wave of coherent light with a wavelencth d 
is then inserted into the Bragg cell at an angle defired by 
Sin B = dy2L. This angle is calculated in stch a way that 
the compcenents of the light wave diffracted in the liquid 


medium (due tc the various indices of refraction) remain in 
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masse, Censtructively interacting. As a net result, it can 
be sShown that the light wave is deflected by an amount 
properticnal to the frequency of the input electremagqnetic 
energy to tke transducer. Also, the amcunt of energy 
deflected is proportional to the amplitude of the signal 
ingut and therefore all data contained in the modulation is 


preserved. 


If several signals at different frequencies are 
Simultanecusly applied to the cell, they are appropriately 
deflected ard can be individually recovered by means of an 
mmeay Of Multiple photodetectors. Therefore, in princifle, 
the great advantage of this Signal analysis technigue is 
that it gprevides simultaneous and continuous precessing 
without necessity of time sharing or scanning. Real 
limitaticns are not yet precisely Known, due to the infancy 


Seethis arplication to EW. 


Oe MOCEEN SYSTEMS 


1. RAW 


Earlier surface-to-air missiles were normally 
command-guided through midcourse by pulses and tnus airbcecrne 
Warning xrecéivers where oriénted to detect this type of 
Signal. The 1973 Arab-Israeli conflict shewed however the 
deployment cf a continuous wave (CW) semi-actively cuided 
doprler wissile and therefore the existing pulse oriented 


receivers were unakle to handle the low-power CW signals. 
This fact led tc a revaluation of airborne warning 


receivers and has resulted in the necessary updating tc face 
the CW threat [23]. Scme modern RHAW systems are: 
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x PCINTER, developed > by General Instruments 
Corporaticn, USA, and recently selected to te used in the 
LAMPS heliccpter Mk I ESM system. Pointer incorporates a 
high-speed frogrammable mini-processor outgrowth of the 
AN/ALR-4Z Integration Receiver ror the Prewler, US Navy EW 
aircraft. Fcinter uses four planar spiral antennas to 
provide pulse-kty-~pulse directicnal data (monopulse). Unlike 
Ccther radar warning systems intended for self-protection, 
Peinter frovides fleet protection search capability fer low 
pulse repetiticn rate, low scan rate acquisition radars 
rather tkarn concerning itself with main beam tracking or 


terminal threats. 


a AN/7APE-G1(XEF-2), manufactured by Dalmo Victor Ccmepany 
mm@oedesigred fer heliccpters and light fixed-wing aircraft. 
The system is thus conceived for low level flight with less 
dense but trafidly changing environment teing specially 
Suitable for warning against low altitude weapons such as 
Russians tissiles SA-3, SA-6 or the Gun Dish fire ccntrol 
radar. The system 1S based on the AN/ALR-46 experience 
however simpler kEecause of decreased requirements. The 
Mempositicn cf the APR=41 is as follows: | 

»s CF AntennayReceiver (4 units reguired) 
e Guidance Antenna/Receiver 
« Ligital Prcecessor 


aeindteatecr —GContro | 


The frequency coverage of the DF receivers is from E 
through J tkands in three sub-bands while the guidance 


recéiver gces from 700-1400 Mhz. 


* AN/ALE-45, manufactured by Itek Corperation, USA and 
used aboard US navy's fighter and attack aircraft. The 
kasic system is intended to cover pulse threats from 1-14.5 
Pieper tenedacital filtering but retaining analog legic. [It 


enfloys a real-time display and is programmatle in the field 
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with a screwdriver. A new version incorporates a 
modification kit that gives a CW detection capability anda 
CyC0 band direction finding capability. These bands are 
respectively the bands of the guidance systems fcr the 
Russian missiles SA-2 and SA-3. The programs that have 
resulted in this mcdification kit were known as Compass Sail 


and Compass Tile. 


* AN/ALE-46, the RHAW system most used abcarc USAF 
Mhrecratct, if in its basic configuration a 2-18 Ghz wide-open 
front end: crystal video, field programmable systea, 
intended for a complete integration with cther systems such 
as Power Management, Weapon System Handcff and Infrared 
Warning. Tke receiver, control unit and displays are made 
by Itek while the digital signal analyzer CSA-20 is made by 
Paimo Victcr. Recently this company announced the 
preducticn cf a new processor, the ALR-46A which prcecvides 
faster cferation, greater processing capacity, advanced 
memory crgarizaticn and powerful new software algorithms. 
This version is a strong candidate for the F-16 aircraft 


scld recently to fcur NATO countries. 


* AN/YALR-56, developed by Ghee: Electronics and 
intended for use on the F-15 aircraft. It incorporates power 
maimedgement ccncepts for the efficient utilization of ail EW 
Suite. The same Ccmpany was recently awarded a contract for 
the EW suite cf 85 Felgian Mirage aircraft. The systen, 
called RAFPEORT II (Rapid Alert Programmed Fower Management 
c£L Radar Tarcets) includes a radar receiver and smart cise 
jammers, teing the most advanced EW systea to be exforted 
frcem the United States. It is also a serious competitor for 
mae F-16 NATC*S alrcrazt [24]. 


Poza ieealece ids a Simpler system know as MPR 
(Multi-Purpose Radar warning), in two versions, model 11 and 
12. The basic system is a four-quadrant multi-channel 


crystal video receiver with a digital precessor, the MFP-1 
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or its smaller version MPP-2, for light and rotary wing 


eerrcraft. 


2. ESM - ELINI 


These receivers, unlike the RHAW type, are net so 
heavily ccnstrained by size, weight and primary power 
reguirements. Aliso, they do not have the need for ccmpletely 
pre-programmed cpéeration because ccmmon platferms for then 
admit the presence of dedicated operators. Another possible 
difference between the two categories is that the RHAW 
receiver is more concerned with specific threats such as 
emissions réelated to expected missiles in a tactical 
environment while an ELINT receiver is supposed to analyze 
alec ucre general signals such aS communication links or 
distant radars. In this last case, for instance, the lower 
maton tne Lecoiver must be able to Keep track of VEF-UHF 
racars, such aS the Russians Spoon Rest early warning radar 
mi 10) Woz), the Flat Face (81(-950 Mhz) and others. The 
Meret iinit cfr £ELINT receivers, bteing presently kept at 40 
Ghz implies therefore a total required coverage of about 8-9 
octaves. These systems, in the same manner of RHAW 
receivers, may have a dedicated, specially built digital 


precessor or they can share general furpose computers. 


ELINT sometimes can also be applied in a different 
Way. Norgwally, the analysis of a Signal is made on the basis 
of the transmitted emission. However, similarly to a radar 
bistatic applicaticn, information can be obtained not 
Smreectiy frog the transmitted signal but frem its reflected 
echo. The ELINT position therefore obtains its data by 
reproducing and recording what is presented in the enemy's 
display. This acde of operation, known as "Erigand", 
requires additional features such as synchrenization of the 


Sweep rate with the hostile hadar Scan. orate sand 
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establishment of a zero reference procedure such that the 
recéiver displays the same presentation of the enemy radar. 
The theory behind these procedures is the same described in 
the literature of tke bistatic radar however is a much more 
@atficult implementation because the radar is 


nen-cooperative. 


A sagple of different types of ESM-ELINT recéivers 
will be presented in this secticn, comprising an IFM systean, 
a superhetercdyne scanning receiver and a Brigand processor. 
Other systems will be left to illustrate Chapter VIII, 
ccncern the Surface Navy. A comprehensive list briefly 
descriting Intercept Receivers being develcred or preduced 
in several Anerican companies just appeared in a micrcwaves 


magazine [2z5]}. 


MAN AWLE-11 45 a militarized shipboard IFM signal 
acgquisiticn receiver manufactured by ARGOSystems Inc., USA, 
mgt caf Cperate over any two octave bands from 0.5-18 Ghz. 
It incecrforates a narrowband YIG filter channel Phe patartes 
With the widerand channel thus ccmbining the best features 
of ret and TRF techniques. The TRF channel may ~be 
continuously swept at a rate from 0.1-50 Hz or tuned 
Manually. This channel has a bandwidth of approximately 20 
Mhz and gives an increased sensitivity of abcut 10 db. A 
cursor cn tke display indicates the freguency where the YIG 
Meetcre 15 tured with an accuracy of about 50 Mhz and 
mesoluticn 2C Mhz. A digital Pulse Train Separatcr can 
deinterleave up to three pulse trains and an operator can 
measure FERF, pulse width and scan rate on these emitters 
Simultaneously. An Angle Gate Unit isolates signals for 


further analysis including DF and recording. 
The WLE-11 1s capable of being employed as_ the 


primary intercept receiver in a variety of shipboard system 


ccnfiguraticns such as: 
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weedraotlatyes tO directly interface with currently 
installed receivers and DF systems 

~IcoPolonmeon es 420 Upgraded broadtand DF capakility 
morpgive the WLR-11 stand-alone acquisition, analysys and DF 
capability 

e the addition of digital processing and a computer 
EOL ccupletely automatic emitter intercept, threat 


Ma@entirticéeticn and DF. 


Arother IFM system from the same company, the 
AR-626, inccrfpcrates a recently developed Multiband Activity 
Display which provides Simultaneous, wide-open rs 
memursiticn capability for up to six oands. Fach of the 
Eands is presented in the familiar PAN (frequency vs. 
agplitude) fcrmat. A companion unit prevides the more 
typical folar frequency/amplitude display for any selected 
band allcwing increased resolution and dynamic range for 
mcre detailed signal analysys and a unique presentaticn of 


chirp and fregquency-hopping signals. 


* AS 440Q Brigand Signal Processor, manufactured by 
ARGCSystems, interfaces directly with any onboard BoM 
receiver. Inputs to the processor are either at an IF 
meequency (typically 160 Mhz) or video. An omnidirecticnal 
antenna is cften used but a high gain antenna can alse be 
ccupled for increased sensitivity along a ParEtreulayr 
POEL Idor. A primary intercept receiver is tuned to the 
ncn-ccoperative radar frequency and it 1S fossible te use an 
auxiliary receiver tuned to another frequency such as IFF 
Signals. The display can be centered at the radar 
Sedimsmitter or at the Brigand processor location. A PPI 
display is generated by locking to the PRF and scan rate of 
the radar. Eecause the Brigand platform and the radar are 
nct co-lccated, a standard radar sawtooth sweep cannct be 
used. Instead the sweep must be modified as a function of 


both the range separating the two fplatfcorms and the 
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meerectrion that the radar antenna is pointing at any instant. 
Therefore, if the position of the transmitter is knewn a 
continuous surveillance ot the envircnment can be 
Baintained. If the position 1s not known, it must ~be 
determined. This is done by uSing points cf reference such 
as a coastline, an island or other prominent targets ard by 
Mmrnms Of ccntrols adjusting their presentation until it 
agrees with the correct one cbtained by other means such as 


a chart. 


+ 


* WJ-940 [26] belongs tc ae series of INnGeLroope 
receivers developed by Watkins-Jchnscn , USA, which also 
includes the AN/WLR-14 reconnalsSance réceiver used by 
American sukmarines. The WJ-940 was designed considering 
cost-effective design trade-offs for users with low budget. 
Meets fost straightforward form, it is composed of cne or 
two tuners, ccntrol and displays. The tuners are 
Single-ccnversion, Superheterodynes, and Gagatalaly 
ecntrolled, permitting band scan, limit scan or Banual modes 
of operation as well as a special dependent, dwell and 
intercept mcdes. aA two-trace display shows signal activity 
over twe full cEands, over two sectors of the same band or 
cver a sectcr and a dependent sub-sector of a band cr over 
twce completely independent sectors in twe bands. [In the 
dwell mecdée, which can be selected for e¢ither trace, the 
receiver dwelis at the frequency of an operator-ccntrclled 
frequency marker shown on the trace for a 30 millisecond 
Perti0n cf Each scan. Video is gated to an output for 
time-base display cr for analysis during this dwell tine, 
which permits the operator to continue mcnitoring signal 
activity within the pand or sector while he conducts a 
Simplified form of time-base signal analysis at one 


frequency in the scan. 


mee LLRECTICN FINDERS 





The directicn of arrival (DOA) of a signal is normally 
determined by cne cf the following general technigues: 
»s phase or time dirference between signals arriving 
at two or mcre antennas 
s amcrlitude of respense vs. orientation cf the 


beam(s). 


The first technigue needs at least two special receiving 
channels, since a single channel cannct be used to _ make 
phase measurements. This method presents the great advantage 
that the measurement is theoretically acccmplished on a 
rulse-to-fulse basis, therefore eliminating all interference 
informaticn existent due to modulations on the train of 
pulses. The implementation of these multiple-channel or 
Instantaneous Direction Finding (IDF) systems is hcwever 
mcre comrlex and expensive and more suitable fcr larger 


Beatrorms cr special applicaticns. 


The seccend technigue, using a single-channel recéiver, 
is therefcre the ncst commonly used for ccnventional DOA 
measurements. Eeing a seguential processing it is subject to 
time-scintillation errors caused by variations in the 
amplitude cf the received signals, either due to modulation 
of the train cf pulses or fading concerned with prcpacaticn 
effects. These scintillation-errors reflect on the accuracy 
of the DCA measurement and methods for minimizing ther are 
norrally employed, such as normalization of the amplitude of 
€ach received pulse as compared with a reference. This 
reference is normally chosen to be the signal received at 


Ehe Cgnidirectional antenna. 


There are several ways on implementing the 
Single-channel process. The Simplest technique, and 
therefore mcst employed, is the rotating-directional-bean 


system {27]. Shiptorne DF systems have employed broadband 


87 


A es 





high speed mechanically rotating antennas (up to 35C rpm) 
and more recently static or electronically-scanned phase 
arrays. The problems with mechanically retating antennas 
are reliarility and processing time, especially in dense 
environments where very fast Signal processing is mandatory. 
The problem cf reliability is represented by a low MTBF 
(mean tine ktetween failures) of the high-speed-rotating 
ccmponents. Indeed, for a better probability of interception 
of signals also generated by rotating antennas, the scan 


rate cf tke DF system must be very high. 


Static arrays providing 360° of azimuthal coverage have 
been empicyed recently. They can be descrited as a fixed 
antenna array fed by a computer-contrclled high-speed 
SWitching matrix. The DF precision and resolution are a 
functicn cf the type and number of antennas employed, 
reguiring therefore a compromise with the size, cost and 
Weight cf the array. For a precision cf abcut 39, depending 
alsc cn the frequency band, typically 8-12 _e€lements shculd 
ke employed for 360° coverage. Static arrays, although more 
ccmuplex, cculd overcome deficiencies of rotating antennas, 
With an additional advantage that the team can be more 
€asily started or stopped. Therefore, the DF system could be 
left inactive, only becoming cperational when automatically 


requested Ey the analysis receiver. 


In any case, whether mechanically cr electronically 
retated, the Eroadktand coverage requires different types of 
antennas for the ccmplete range up to 40 Ghz. This is also 
true for tke omnidirectional acquisition antenna and 
therefore the cverall system has become a ccrpelex 
maiscellanecus of diverse antenna configuraticns. Although an 
Optimal arrangement is not patronized by all manufacturers 
it has been ccmmon to use broadband "frequency~-independent" 
antennas such as log-periodic , cavity-racked, planar, 


ccnical cr kelix spirals for the lower and medium frequency 
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rands and scalar herns for the upper part of the spectrun. 


Desigrers cf RHAW systems, with restrictions in space, 
normally werk in a more limited coverage such as 1-1€ Ghz. 
They are cusking the development of broadband antennas, 
baluns and waveguides or trying to make the arrangement more 
compact, in crder to expand lower and upper limits cf their 
coverage. Frcblems inherent to aerodynamic requirements of 
the airbcrne platform as well as the conditicns of operation 
ccuplicate still more the configuraticn cf the DF antenna, 
ncrmally requiring a protective radome mounted beneatk the 


belly of the aircraft or atop the fuselage. 


89 





Pee OLSSILE WEAFONS 


The ccuntermeasures presented in the preceding charters 
are quite general and antimissiie warfare is just one of 
eneir applications. The sophistication of the todern 
Missile and its increasing deplcynent cn all kinds of 


flatfcrms lead hcwever to the development of tactics and 


techniques urcre e¢epecifically suitable tc counter this 
menrteat. This is the case of the modern equipments that use 
the heat radiation as the detection factor. Althouga 


antimissile warfare is not the only application fcr these 
devices it 1s certainly one of the most impcrtant. Fer this 
reason it seems worthwhile tc brierly discuss the missile 
threat Vust before the chapter that deals With 


electro-cftical devices. 


Pout dce-tO-Aar Missile Weapons (SAM) [ 28 ] 


The SAM Fkelongs to a complex weapecn system that 
normally have the following subsystems: 
es acquisition radar 
a target tracker 
es ccmputer 
e missile launcher 
ae missile tracker 


a cCimand station. 
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Ike purpese cf the first subsystem, the acquisition 


radar, is 


e tc previde early warning 
w tc determine gross target position and velcecity 


mmcmdictermine target priority. 


The function of early warning is not degraded by 
GCOunterMeasures Decause its existence is evidence of attack, 
but the otker functions are seriously afrected by then. 
Indeed the acquisition radar, as well as the target tracker, 
may ke gisled or disabled by any of the jamming technigues 
descrikted in earlier chapters, increasing the reaction tine 
of the system, especially if these radars have autcmatic 


Memecticn anc tracking cizcuits. 


Peemecanget ~tracker, initially restricted to one 
target at a time, received a considerable impulse witk the 
advent cf fphased-array radars, that allcwed a single 
transmitter tc illuminate many targets ty sequentially 
jumping its agile team from one target to the next. 
Improved signal precessing techniques were also necessary 
because sow the illumination would no longer be continuous 


anc informaticr must be extracted from stored sampled data. 


Tke frimary inputs to the computer are the target 
pesition infcrmaticn given by the target tracking radar and 
the missile fositicn information given by the missile 
tracking radar. The computer outputs are often launcher 
pointing ccmmands, launcher firing ccmmands, missile 
guidance infcrmaticn and, in some cases, warhead detonating 


ccamands. 


An aliternative scheme to eels weapon system 
eCcrfiguraticn is to put some target homing capability into 
the missile. If done, the missile itself senses radiation 


from the target and steers toward it. This can be dene in 
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three ways: 
a S€mi-active homing 
se active homing 


« hcze-on-jan. 


In the former, the radiation is that of the SAM 
Meacking rcacar reflected from the target. In active hcming, 
the missile contains both the transmitter and receiver. In 
heme-on-jam, the radiation is ron the target's jamming 


transmitter. z 


memes OrtLen possible to describe a SAM's flight in 
three distirct guidance phasé¢s: 
a launch or initial course guidance 
a midcourse guidance 


Serenaleor terminal guidance. 


A SAK may be designed to use for its entire fath 
only one type of guidance or it may be designed to use 
different guidance schemes along its trajectory. AS a 
possible example a SAM may use in the first phase inertial 
guidance and, after booster separation, command guidance is 
use to steer the missile to within five miles of a target. 
Then, the terminal guidance phase could be accomplished by 


the missile's cwn active homing systen. 


Fach type cf guidance can have several variaticns, 
€ach one with its own vulnerability to countermeasures. The 
ccmmand guidance iink, for example, may be a separate radio 
link with its own transmitter and receiver or the transmit 
steering ccamands to the missile may te encoded intc the 
Pulses cf tke target tracking radar. A third opticn is the 
beam-rider system in which the missile seeks the center of 
the tarsget-tracking radar bean. This is the best situation 
Ecxr countermeasures protection since the missile receiver 


antenna 1s gfointed toward the friendly ground transmitter 
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and away frcz the target jamming interference. 


Pee uGtace-tOrourtace Nissile Weapons (SSM) 


> Sb cee eS ee ee ee ee eee — a a Se SS —- <omp -ci 
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The most numerous and varied missile weapons belongs 
to the surface-to-surface class. Thus, there exists several 
ways to classify these missiles. On the basis of flight 
Pange, fcr instance, the SSMS are subdivided into short 
Tange, méediuz range and long range cr intercontinental 
fissiles. <Ancther classification could te based cn the 


intended use cf the weapon: tactical or strategic amissiles. 


Althcugh the same basic principles and tyres of 
@uaance described for the SAM apply to the SSM {29}, a 
typical guicance system of several anti-tank missiles, the 
wire cecntrcl guidance, should te mentioned. Modern missiles 
use this meéethcd of contrcl and it will be no surprise if 
this type of guidance finds application beycnd the anti-tank 


mete in a near future. 


Cne version cf the surface-to-surface missile is 
becoming at fresent cne of the most ccncerned threats ina 
pessible ccnflict: the cruise missile [3]. mndesd, 7) recount 
years have seen the massive deployment of anti-ship cruise 
Missiles abcard ships (and aircraft) of several nations 


especially frem the Scviet bicck. 


Cruise missiles are very difficult tc detect in time 
for efficient reaction by the ship's defenses because they 
present small visual cr radar cross sections and also 
because they are often sea-skinmers, flying at low 
altitudes. This results in multipath echoes due to 
reflecticns cff the surface of the sea as well as clutter 
created ry tkis surface. Multipath problems occur when the 


separaticn between the target and its image is less than the 
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mesOlVing power of the radar. The use cf special techniques 
such as cff Ecresight- tracking and double null tracking 
offer the test practical soluticn to these problems { 30}. 
Even if detected, this low-altitude profile makes ast 
Merticuidt firing for conventional anti-aircraft artillery 
due to the extreme depression angles. Tc complicate the 
proklem more, cther cruise missiles, like the Russian 
Shaddock, employ high trajectories with steep tallistic 
descents cn target and so ship's defense cannct concentrate 


just on sea-skimming missiles. 


.Cruiseé missiies can te employed in all kirds of 
ships cranginc frcem the small and fast patrol koats to 
Seruisers, giving thus to the small ships tremendous 
firepower. This also means that weax navies probably can 
afford the acquisition of a good number of these sodern 


Bareadnoucats"... 


Cn the other nand, large ships are excellent targets 
fer detecticr ty IR sensors and radars. This, asscciated 
With their limited maneuverability, aakes them reascnably 
vulnerable targets, unless adequately protected by efficient 


countermeasures and antimissile weapons. 


Surface-to-surface missiles launched beyond radar 
and visual distances can be directed Ey reconnaissance 
alrcraft, sukmarines or data fcr the guidance could even be 


Gbptained thrcugh a satellite link. 


Bompave-tc-surtface Missile Weapons (ASM) 


> ca a eee ee ee = SSS SS Sa ee = | =< 


Air-tc-surface missiles are intended for targets 
Sedinarily destroyed Ey conventional aircraft, but which are 
mmeengly ceretected by anti-aircraft derense. Again, it 1s 


possible te sukdivide into short cange, medium and long 
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range or frcem the standpoint of deployment into tactical and 
strategic missiles. Similar to the surface-to-surface case, 
the anti-ship cruise missile fired from an aircraft is, at 


present, cf great concern in a conventional conflict. 


=F =p se oP se = Se ee eee ee eee <_< <—/ = <—— oo 


Tte intended targets are piloted as well as 
pilctless aircraft like drones and missiles. It has been 
Suggested that some tasks of the AAM could Ee oparformed by 
SAMs, thus leaving the aircraft with more versatility and 
availability for other uses of its pods. However, it must be 
considerec as an isportant factor the naneuvering capaktility 
Meetne aircraft employed as a platform for the launchirg of 


missiles. 


SQitiehe Soviet air-tC-alr missile firing tactics 
maveitve cripple firing of two missiles at the same target, at 
an interval cf abcut one second. The first wtissile fired is 


an IR hom@ing type and the second a radar guided type. 


Ancther class of missiles known as anti-~radiation 
missiles (AEM) should be mentioned. They are normally of 
the ASM cr AAM type and their guidance is by homing or the 
enemy's electrogzagnetic EaAGid LOU), especially radars 
Therefore, tke threat of their presence in an attacking 
force iaposes on the enemy radar discipline cr even silence 
and thus ARMs are very deterrent weapons. Ideally, however, 
these missiles need a supplementary type cf guidance as a 


backup in the event of shutdown of the victim radar. 


Apperdix 6 presents a list of modern missiles 
Mecerding theik primary functicn. The list is restricted to 
airtcrne and shifborne (excluding submarine) applications, 


Mevering Metrcds of guidance, flight prcfile and other 
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Characteristics cf small and medium range missiles. 
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A. GENERAL 


Mbeeuno=Crtical Electronic Warfare (EOEW) is a new field 
that 1s expanding very rapidly. So, although at the present 
time it is cnly a small part of the vast ccmplex of Eu, the 
perspectives are tkat in a near future it will become very 
impertant and this is the reason why the sukject deserves a 
s€parate chapter. EOEW, encompassing ultraviolet, visible 
and infrared technigues, is expected to have in the United 
States its mcnetary Support at least tripled by the end of 
the decade, due te the wide freliferation of several devices 
wcrking in that region Ge the Spectra: Irdeed, 
electro-cptically guided armament, infrared warning 
receivers and lasers are spreading in the armed forces of 
all developed countries. This can be easily verified by 
ccM@paring the number of IR products advertised in any cr the 
Specialized EW magazines from two years ago and now. The 
industry is werking hard in new projects which are usually 
of a classified nature because, due to the infancy cf the 
field, each new discovery 1S a very great advantage over the 
enemy. EFOEK has yet hardly been tested on the battlefield 
and many surprises can arise if one is not ready for it. [In 
Erinciple, tke threat is expected to he present specially in 
weapons aiming, spotting, tracking and guidance but also as 
efficient seans of surveillance, detection, localization of 
the enemy, ard in communications. The technigues emricyed 
encempass tke use cf sophisticated and powerful lasers, 


sensitive detectors, as well as non-reflective paints, 
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engine exhaust shields and IR flares. 


To sé€e€ an important point in the use of EOEW it is 
Suitable tc ccmpare, in a crude way, a Radar Warning 
Receiver ard an Infrared Receiver, both passive senscrs. 
The first cne will only detect the enemy if he cocperates, 
that 1s, emit radio waves by activating some of his 
equipments. Cn the other hand, there will always be infrared 
emissicn to te detected by the second one. The Var= VOL 
making this detection easy or more difficult is,‘in this 
Situation, tke scope cf EOEW. 


The detecticn can also be done by active means as ‘ith a 
radar laser and again Several technigues are teing develcped 
Such aS anti-laser coatings and attenuation of the laser 
energy by the use cf chemical additives in vehicle exhaust 


Systems. 


Ancther tactical apoutecation of infrared in 
cetnterméastres ccnsists of employing an aircraft ina 
Stand-off pesition illuminating the target, the scattered 
radiation being used in a semi-active manner tc guide a 


Smart-btomk launched from another position. 


Eee CLASSIFICATION 


It can ke seen that despite some particularities of 
Optical systems the techniques encountered in ECEW are 
Similar to the ones that are employed in the microwave part 


Se the spectrup. 
in this ¢ense, although a general classification of EOEW 


does not still exist, it seems reasonable to follow closely 


the cne adepted for conventional EW. 
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The principal performance limitaticn of IR warning 
receivers has heen high false alarm rate [31]. Not only 
Oh-purpose crisodes created by the enemy but "natural" false 
alarms due tc the severe background of the IR spectral 
region result in a high alarm rate. The search for adequate 
discriminatirg techniques to successfully cope with this 
problem has Eeen, and remains, tke challenge facing infrared 


systems designers. 


mieecseenign false alarm rate reflects not only in the 
confidence cf the cperator but in the overall operaticn of 
systems where the launching of weapons is automatically 
activated Ey an alarm. Unchecked, this can represent 
depleticn cf the armament until a complete exhaustion 
renders the system inoperative when faced with the real 
threat. 


Pmmunesbackground 21S bad in the air-tc-air rele, it 
Memenorrendcus in the air-tc-surface. In crder to detect a 
SAM, an infrared warning receiver must look directly tc the 
ground, where exist all kinds of sources capable of emitting 
Ik radiaticn and sc generate false alarms. The only way to 
Solve this froblem is by proper data processing. In order 
modo this, it can employ spatial, temporal and spectral 
methods of discrimination using respectively the 
distinguishirg ‘features of plume size, furn time and 
spectral energy distribution. The last discrimination, for 
instance, can te achieved by perfcrming a spectral anaiysis 
S@erthne several detected sources of radiaticn and correlating 
these witk the knewn energy distributicn of expected 


threats. 
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EGEEeadtion, aS a nethod of discrimination, has the 
important acvantage that it does net adversely affect 
detecticn rebability like increasing the threshoid by 
coating the infrared dome with black spray. It is impcrtant 
to keep 1D tind that sometimes the radiaticn strength from 


kackground scurces exceeds that of the threat missile. 


The 2N/AAR~34 infrared warning receiver develoved 
and manufacttred by Cincinnati Electronics Ccrporation, USA, 
and in use cn the F-111 was until recently the only one in 
the operaticnal inventory. Several others are in the stages 
of research, develcpment or testing, under sponsorship of 
the armed forces and soon will find their way to the 
inventory. The AN/AAR-34 is a Scanning sensor, eae 
installed and 1s primarily designed to protect the high, 


fast plares frcem air-to-air threats. 


A sSiriiar model is the AN/SALR-23. Both receivers 
lecate enemy aircraft and detect nissile launches by sensing 
their radiated energy. The set then generates a threat 
Warning for the aircrew and automatically controls 


cctntermeastres tc protect the aircraft. 


An export version of this last equipment is the 
CMF~100. This signals the fact that the US government is 
beginnirg tc ccnsider a release of infrared warning receiver 


technclogy for allied countries. 


Alsc develcped by Cincinnati is the AN/AAR-38, a 
Staring (ncr-scanning) sensor specially Suited fOr 
helicopter use and more appropriate to be used in the 


surface-tc-air protection role. 
A variaticn of these devices 1s the Laser Homirg and 


Warning System (LAHAWS) whose function is to alert a target 


tkat he is being "painted" by a laser bean. The system 
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classifies and tcecalrzes the source and then takes 


appropriate acticn to oppose this surveillance by the enemy. 


Tre Navy deployed into the Mediterranean theater a 
Martin-Marietta optical collecticn and classification system 
called Cluster Hemlock which Observes, records and 
classifies man-made signals from the visual througk the 
infrared. It can intercept laser energy withcut being in the 
daser beaz at ranges in excess of the optical hcerizen by 
detecting laser energy scattered by aerosols in the air. 
These off-axis techniques are very important in EOEW where 
the bears are generally very directive and so it is very 
Mepracult tc position a sensor in the beam. The techniques 
are applicartle not only against highly secure, covert 


optical ccmmunications but alse laser radar faths [32]. 


Ancther optical device, the Infrared Laser Fanger 
(IRLR), is Eeéing developed by the Air Force Avionics 
Lakoratory. This system 1s compcsed of a track-wnhile-search 
IR tail warning receiver and a laser triggered by its 
output. Micmmeumecerons Of the Jaser radar are first to 
ccnfirm the fresence of the threat and second enatle a 
priority to ke established ina tultiple threat environment, 


based on infcrgzaticn of range and closing rate. 


2. iIzagery Systems 


Cetical and infrared systems possessing isagery 
propertiés are gaining wider acceptance for a broad range of 
tactical afrlications. These systems not only Getect 
airborne tarcets Eut they normally can give an inage of the 
entire spectrum of tactically interesting grcund targets. 
Imagery systems can ke passives, semi-actives or actives: 

a fassive sensors use the natural radiation from 


the target 
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a S€fl-active sensors use the reflected radiation 
meom a <sctrce that is not an integral part of the sensor 
systen 

a active sensors use reflected radiaticn fron a 


scurce that 1s an integral part of the systen. 


Ferward Looking Infrared (FLIR) is a system using 
passive sensor technology that can provide high-resclution 
imagery in real-time [33]. FLIR operates in the lIcnger 
Wavelength pertion of the infrared, sensing the radiation 
emitted by targets by means of packground-limited 


rhetcdetectcrs. 


Heweetiaght Level Television (LLLIV or L31V¥) is a 
semi-active system specially userul under night-time 
conditions and therefore the source of illumination can be 
mocnlight, starligkt or airglow. These illuminations are 
arFcut 1C crders cf nagnitude smaller than the one previded 


by the sun at noon cn a clear day. 


ieemeL2tY concept is employed in the TISEC (Target 
Meenmtiticaticn System, Electro-Optical) now in producticn by 
RemeencOop, USA, fcr the F-4E aircraft: a pair of vidicon 
cameras, housed in the left wing, will provide a magnified 
T¥V scene at the copilot's seat. The same imagery ccncept 
has teen used in the Pave Spike, a laser designator for the 


CSAF, manufactured by Westinghouse. 


3. Denial-Jamging Lasers 


== a ae eee ee ee ee ee 


The follicwieg applications Of se ObtiCs (cana be 
considered tke equivalent of the conventional micrcwaves 
denial jangzing, where the objective is to nullify the 
detector capability of the enemy. As a possible example of 


these techniques, it has been said that the Navy in ccncert 
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with the Air Ferce is developing a pod mounted laser visual 
countermeasures system for combatting hostile, optically 
aimed or cptically guided weapons. The pod would employ a 
blue-green laser to search for any oftical system viewing 
the platfcrmg and cetect it from backscatter returned from 
the viewing cftics. A laser wovld then saturate or even burn 
the hostile cptics with laser energy. This can be done also 
with serious consequences against a satellite link possibly 


used by tke enemy. 


This type of countermeasures can also be arrlied 
against tke human naked or telesccpically aided eye, 
ecméetimes used as the target detector for aiming weapons. 
For this purpese, scme lasers are being develcped that would 
generate hich pcwer puise outputs at 0.53 microns, in the 
heart of the visible green region, to which the eye is most 
Sensitive. Fulses from this freguency doubled 1.06 nicron 
yttrium alurinum garnet (YAG) laser could injure or destroy 
the retinas cf the eyes of those directing weapon fire 
against tke aircraft or would otherwise penstrate the 


optical train of the aiming mechanism and tracking gates. 


There are however croblems with these laser 
meememitters. First, the difficulty of locating the hcstile 
laser equifpoent and the problem of aiming the narrow beam of 
an airbcrne laser jammer from a high speed aircraft. Seccend, 
the modern aircraft is already pod saturated and pilots are 
memuctant tc sacrifice a valuable pylcn pcsition on attack 
aircraft fer still another countermeasures’ pod. Other 
platforms do not suffer from the same preblems and it is 


€asier tc inaplement these systems. 


tke Kuras-Alterman's FCSITAR (Passive Oftical 
Spectrometric Identification Tracking and Ranging) was 
criginally ccnceived as a tank antimissile system but a 


design has Leen also configured for shipboard use. The 


Oe 





sensor is a wide angle IR scanner with twe infrared detector 
precesscr channels that respectively search for and examine 
Meme Scurces Of high amplitude IPF radiation. If the 
incoming spectral Signatures match the _ stored spectra 
characteristic of targets of interest such as rocket rotors 
Or engines spectra, the target is accepted and the tarcets's 
aZimuth and elevation position is encoded. An off-the-shelf 
laser is then accurately directed to the spectrometrically 
identified hydrocarbon motor determining its range. [In 
fid@ig@aiticn, tke laser can emit a high intensity 1.06 or 9.53 
Zicrcn laser fulse for sensor degradation. FOSITAR is then 


an IRLR device andyor an optical sensor jammer. 


Eéing a modern type of equipment with a different 
Peemmology, wt is Worthwhile to look at some of its 


Seeecmracaticns [ 34}: 


* SEARCH 
s 40 FL x 3399 AZ O20 Zoasec 
e 8C9 EL x 3399 AZ (Surveillance Zcne) 0.5 sec 
aeocan Rate GQ rps 
e Field of View Ce Rmeeoi,: Os 5 ME BAZ 
Were aANSvilTER 

a Repetition Rate z4 pps 
» Peak Power 10 Mw 
2 Pulse Width 2C nsec 

4. Leception-Jaaming Lasers 
Sukstantial progress aS being made in the 
development cf snort wavelength infrared jammers. All 


Blilitary services are in varying stages of introducing on a4 
limited Fasis pod-mounted airtorne deceptive systers for 
countering infrared heat seeking weafons. Tndeed it is 


expected that this type of countermeasures (IRCM) will 
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receive, and not lasers, the bulk of production expenditures 


over the next five years. 


The kasic idea is the radiation of large pulses of 
infrared energy Dobtidmemene salrcraft. Intrarced homing 
missiles locked onto energy emitted by an aircrart's engines 
will then gistake the deliberately generated pulses for 
engine signals and will be deceived into breaking leck in a 
vain effcrt to follow the deceptive pulses. How can these 
pulses be confused with the DC emission of the engines and 
mites Lcck be Ercken? 


PUeGENal Operdtion the energy emitted by the 
engines is chopped by a reticle and then filtered to 
eliminate undesired components. The resultant CgEELEL 
frequency feeds the precessicn coils cf a gyro and then by 
an errcr ccentrclied feedback loop maintains the seeker head 
correctly aligned. When the seeker is I1ccked onto the 
target, the error angle is small, the offset angle is about 
zero and the target appears at the center of the reticle. 
The deceiving pulses, which may te large ccmpared tc the 
engine signal, arrive in some timed seguence and appear off 
the missile axis and at some significant non-zero cffset 
angle. Tke gyro then precesses erroneously trying to bring 
these strcng deceptive pulses to the center cf the reticle, 
breaking the Ilcck. Once lock is broken, the missile 


prctably will not reacquire the target. 


Scme mcdéern examples of these decefticn jammers are: 


* AN/JALC-123, developed by Electro Optical Systems, 
Xerox Ccrpcratiocn, now operational in US Navy inventory and 
empleyed in carrier-based tactical aircraft, like in the F-4 
Phantom. It is also being manufactured, under license, py 
PEitismeniuecratt Ccrpecration for NATO countries. The ¢ysten 


uses pulsed cesium vapor lamps in a single, low duty cycle 


o> 





rate, higk-energy fulse. 


* ALC-1=22, Sanders Associates — "Hot Brick™, that 
utilizes fuel burned in a combustion chamker to heat a 
memkrane that radiates the desired spectral energy modulated 
by rotating shutters, with high duty rate pulses. Pctential 
memercationSs includes the Marine Corps Rockwell OV-10, USAF 
Seese SUEEFOLt Fairchild A-10 and Lockheed C-130 trarsrfort 


eepecrartt. 


Sanders also build the ALQ-144 model used on US Army 
helicopters, Eoeirg CH-47, Bell UH~-1 and OH-58. Fer the 
fixed wing Grumman OV-10 Mohawk they have the ALQ-147 which 
is mounted aft of a fuel pod. This system uses a mixture of 


fuel and air to generate infrared energy. 


Cencluding, much more could be said atkcut tne 
research that is being done in EOEW. The discussion above 
was restricted to systems that are in production or clcse to 


a possible use. 
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VIII. SHIPBOARD ELECTRONIC WARFARE SYSTEMS 





In the previous chapters Electronic Warfare was ccvered 
independent cf the carrying platform: ground-based, surface 
Ships, submarines, fixed-wing aircraft, helicopter cr even 


drones. 


It is necessary that military ferscennel cf all services 
be familiar with all of them, because the threat cculd be 
Originated from any kind of vehicle. However, since some 
havies dc nct possess large defensive air arms, it is 
prekably werthwhile to concentrate in cne chapter some 
topics ccrcérning the area of most importance to these 


navies, namely the Surface Navy. 


Almost all articles that can be found in the ocpen 
literature as well as descriptive advertisements abcut EW 
@eemcencez:ned with the airborne use. The limitations of 
size, weight and aerodynamics of these platforms are a 
constant challenge to the development cf new technigues or 
lmprovement cf the present ones. In some cases, due te the 
lack of available operators, automation must be total and 


high reliability and tast response are required. 


On the ctker hand, shipborne equipments seem to have a 
More stakle evelution. Besides this, the Surface Navy has 
been slow in reccgnizing and accepting the value of EW in 


Bentrast to tke Naval Alr Service and Air Fcrce. 
Miewiidyer Modern day threats to ships are the 


air-to-surface and surface-to-Surface missiles, aS was seen 


in chapter VI. Faced by this grcwing threat, the Navy has 
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keen seeking the cptimal solution to the defense problem 
that in frincifle snould be composed of a mix cf hard 


weapons, electronic warfare technigues and suitable tactics. 


Mmememe frecolem O£ finding a solution to an oftinal 
defense were cnly a matter of limiting space for argament 
and EW égquipgents, it cculd be very clcse to being 
Surmounted Frecause cf tne reduction in size of the acdern 


ccaputer, cne cf the largest ccuponents in many systems. 


However, neutral observers also believe that Navy's 
reluctance tc buy shipborne EW equipment 1s because there 
ace still dcukts akout the guidance system and other 
characteristics cf certain Soviet missiles and consequently 
it 1s ret in the interest of the service tc invest heavily 
in expensive and complex EW systems that are not sure to 
correctly counter the possitle threats [3]. dard kill 
technigues, however, are almost certainly a Contrdene 
investment, léess susceptible to being later judged as the 


wrcng egquipmert. 


Until a few years ago mcst of the American and allied 
mations shif's electromagnetic defenses were tasically 
centered cn the AN/YWLR-1 receiver. This iS net a very sodern 
ccuntermeasures receiving set by today's standards. The 
kasic system has a freguency range fror 50 Mhz to only 10.75 
Ghz covered in nine tuners, each censisting re a 
Ereselection unit, a local oscillator that used a Keflex 
Klystron and an IF preamplifier. The time fcr mechanically 
scanning cnée band iS as much as 90 seconds and thus the 
System is almucst useless as a detection and lccation device 


EOL Supersonic missiles [35]. 
GTE Sylvania's WLR-8 was designed to update the wWLR-1 


equipment. The new system has a digitalily-ccntrolled 


spectrum scan and analysis receiver covering the 50 Mhz to 
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18 Ghz freguency range with several automatic features 


prcvided Ety a gini-computer. 


More recently there has been some development of several 
pregrams cesicned to improve the EW skipkcrne capability. 
For example, DPEWS (Design-to~Price Electronic Warfare 
System) is a program intended for ships the size of a normal 
destroyer and smaller. In this application the EW package is 
designed tc previde only certain basic functions such as 
threat warning capability, wide area electrcnic surveillance 
ana confusicn FCM, rather than to be a general fpurfose 
system. Tke US Navy 1s currently undergcing parallel sea 
trials or two DPEWS equipments, one developed by Hughes and 


tke cther Ey Raythecn. 


The Navy's new large destrcyers, the 7500 ton Spruance 
Class (DI-S63) will also not carry any active ECM because of 
unfavoraLcle trade-offs regarding cost and military 
objective. Their passive warning equipment probably will 
include a scanning receiver tyve WLR-1 combined with ar IFM 
mBeceityer like the wiLR-11. It is interesting to poirt out 
that, wher ccnceived, the Spruance class was scneduied to 
have active countermeasures. However the intended systen, 
the SHCRISTOE, and even a diminuted version of it, tkecane 
too large and expensive fcr the ship. Stier Sano acs 
packaged-system was tried, composed of the WLR-8 anc the 
SLE~-17, a deception repeater jammer. This package is 


reserved rowacays for ships larger than a destroyer. 


Also shculd te mentioned here the deployment cf the 
destroyer-based LAEPS helicopter. LaaPS (Light Airkcerne 
Multi>Purfose System) provides an over-the-hcrizon detection 
and early warning capability especially when ships are 
Operating under the Quiet Force concepts of radiation 
SMissicn ccnutrcl, in addition to its ASW and long frcange 


missile tarceting Missions. The fics t Operaticnal 
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SH-2D/LA#ES were embarked on the guided missile cruisers 
eiass "Belknar". 


The CGN-s8 (ex ODLGN-38) serieS naval ship alsc was 
designed tc be, like the DD-963, a very impcsing electronic 
Flatform. This class 1s a nuclear-powered, guided missile, 
fieet escort ship designed to provide defense protection 
against enemy submarines, air defense ard a limited 
anti-surface ship defense capability. When initially 


“a 


ccnceived its EW package was composed of [ 36}: 


s SLA~15 ECM set 
pele 12A ECM jamming set 
Seo le ECM jamming, receiving and threat 
processing 
eo Le— 19 ECM threat processing systen 
es Ssl¢-2! Threat proceSSOor 
e SLR-14 ECM receiving systen 
ceo wie © Integrated EW Derense Systen 
Ube C ECM jamming systen 
fowe jUSt before the first ship of the Class -Virginia- 


as to be ccmmissioned, this comrlex suite crobably has also 
been altered. Scme new ideas include chaff-recket launchers 
anc the LAMPS. 


Chaff rockets, as already mentioned in chapter II, are 
beginning to be considered alsc very effective for shifkcrne 
use. Fesides the "Virginia" class, they are scheduled to be 
iisetaited in the CGN-35 fTruxton, the destroyers cf the 


"Spruance" class and the new heliccpter-carriers. 


Other shipboard equipments of recent vintage are: 


MEAN ZoLG-30 Threat Reactive Update Modernization 
Pregqram (LRUMP), developed by the Kuras-Alterman Corp., USA. 
The systen, that modifies the ULQ-6 deception repeater, 
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Meevides aUtcMdtic Signal identification, autcmatic tracking 
antenna and autcmatic signal precessing. The prcgram is 
aimed at giving a warning and threat reactive capability to 
destroyer esccrts and smaller ships already equipped with 
the ULQ-6. THUMP uses the SLR-12 receiver. 


* AN/SLR-20, a detection, location, identificaticn and 
classificaticn system developed by Amecom, USA, for the NATO 
Mmyadrofoil. 


Great PEreadtieeas the United States, has seen a 
prcliferaticn of EW systems in their ships, especially the 
new Type 42z Guided Missile Destroyer and the Type 21 
Frigate. Tre cruise missile threat has also been cfr major 
corcern tc the Rceyal Navy and the optimal defense again will 
prokably ke a mixture of hard Festi technigues, 


countermeasures and tactics. 


The Ek suite cf the Type 42 also comprises a heliccpter, 
the WestlancdyAercspatiale 4G-13 Lynx, equipped with a 
frequency agile lightweight I-band radar. The NTDS 
equivalent is the ADAwWS (Action Data Automation Weapons 


System). 


The third Royal Naval Equipment Exhibition shcwn in 
September of 1975 delineated the state-cf-art of the Eritish 
Pmaustry in EW [ 37]: 


Decca RaGar presented their RDL series of ESM 
equipments, exported to more than 14 navies arcurd the 
world. The suite is modular in design, easily expandakle and 
therefore several omacdels are available. Decca's apftrcach 
utilizes a crystal video detection technigue. There are, 


however, IFM and superheterodyned versions of the systen. 


The baSic equipment, tne RDiL-1BC for Fast Patrol Beats , 





prevides instantaneous bearing, automatic pulse analysis and 
alarm, tccether with measurement of frequency band. FOr 
iaeger skips, the RDL-2ABC provides in addition frequency 
measurement, visual pulse analysis and RF arplificaticn in 


the analysis channel. 


fmemoel Equipment Co. Ltd. promoted their SUSIE series 
Shipkoarc warning receivers. There are three models of this 
system, irtended fcr small ships (model 1), medium sized 


ships (mcdel 2) and larger warships (mcdel 3). 


MEpeitcie OeCSGCL2ption of SUSIE 1 £f£cllows: an all 
sclid-state IFM receiver with frequency ccverage 2-18 Ghz, 
capatle cf displaying instantaneously all Signals received 
by its static antenna. it alsc features instantaneous 
presentaticn on alpha numeric display cf pulse width, 
bearing, freguency band, pulse repetiticn interval and 
Signal level cf oferator selected signal. Autcmatic warning, 
Signal tElanking and automatic tracking facilities are also 


available. 


The FEL Ccmpany also has an active jamming system cukbed 
Bseii2tar”. It covers the 8-16 Ghz band and the power ouput 
1S given as 600 watts CW and two kilowatts pulse. Oreéerating 
modes possibly include CW noise, programmed band noise, 
wideband ncise, RGEO, scan rate modulations, swept scar rate 


modulaticn asd inverse scan gain. 


MEL also exhibited "Protean", a lightweight chaff 
grenade-~launcher under development for use cn Fast Fatrol 
Boats. Eéch launcher contains a total of 144. 40 mm grenades 
Which are fired off in groups of nine producing a 300 sguare 
meters chaff cloud within five seconds of firing at a Eeight 


Cf approximately 5C om. 


eererem LtG. presented their 9g-barrel "Corvus" chaff 
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rocket launcker in wide-scale service with the Royal Navy 
and now purchased by the French Navy. the Corvus was held 
under a security blanket for many years and performance 


details still are classified. 


France also presented some of their state-of-art EW 


equipments in the 1974 French Naval Exhibiticn [38]. 


Thomscn-CSF displayed their countermeasures suite for 
Shipbcard use. Basically it incorporates the DR 3012 séarch 
receiver, the "Arial" signal analyser and the "Alligator" 
jagger. The DR 3012 executes a passive search in all 
directicns, within E through I frequency tcands, detecting 
pulsed and CW Signals and dso lay og their main 
characteristics, aZinutna in Pater cut de. The Arial 
complements the receiver providing alarm, analysis and 
identificaticn functions. The analysis include freguency 
bard, puwise Lrepetition frequency, rulse width, RF level, 
antenna rotation period. the identira cation 1s made 
autcmatically by comparison with a tlibrary including 15 
radars. If unidentifiable, the parameters cf the signal are 
displayed. The Arial can just display and record 
Magnetically the informations or, in addition, drive an 
active sammer. The complete system 1s suitatle for 
installation cn any type of surface vessel and has been 


adcpted ty the navies of more than 20 ccuntries. 


The French Navy, as the British, also uses the Lynx 
helicopter ard the Corvus 3 chaff rocket launcher as part of 
their electrcnic defense. The sShipborne tactical data 
prccessing system, equivalent to the NTDS, is the SENiT, 
with several mcdels. SENIT 5 is the newest cne, for shifs 
between €00 and 3000 tons. The system, with its 64 K 
cc@puter memcry, can process and visualize 40 tracks 
Sistultaneotsly and can centralize information on the state 


or readiness of the weapons and also designate targets to 
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the weapcns. 


France, as well as the other countries, seems however to 
give mere importance to airborne ccuntermeasures. AS an 
example, last year's Le Bourget Air Show, in Paris, the 
largest military equipment show in the world, had an 
lmpressive stand of EW systems Suitable for the Mirage and 
Mebet aircraft. It is interesting to necte that France, 
behind the Urited States and RusSia, 1S third in volume of 


Mmimiitcary €xpcrts. 


Therefore, frem the akove descripticn basec on 
unclassified reports and Naval Equipment Exhibiticns, some 


points can be observed, concerning tne Surface Navy: 


* rceckets dispensing expendable cartridges such as 
charf, Ib flares and miniature transmitters are being more 
and more defloyed on several ships. The intended use is for 
selgqm-protecticn screening against the serious threat brought 


by the cruise missile. 


* mcdular Ek Suites, often were Tl emphasis in 
gesign-tc-price characteristics, have been intensively 
precured for initial equipment cr upgrading of EW systems of 
several vessels. Such is the case of the follcwing EW 
equipments: Lecca's RDL Series, MEL's Susie with its three 
Easic mcdels, the French Arial and the American DPEWS, also 
iMembes three Fasic configuraticns. The emecdular approach 
allows small flatforms to have only kEasic features such as 
given for instance by a pure CVR or IFM system. Larger 
flatforms use more advanced series nodels, joining cther 
analysis systems, and sometimes being integrated with active 
ECM. Powerful jamming systems are mostly used in shifs the 
¢ize above larger destroyers. Cruisers and nuclear fpcewered 
vessels, cf ccurse, have complex EW Suites, integrated with 


fmetactical Ccmpruter. 
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* EW systems deployed in helicopters such ag the 
American LAMFS and the FrenchyPritish Lynx are being 


consistently used for EW fleet protection. 


* Ccmmunications and Radar Systems erploying 
sophisticated technology are being shipkorne installed. 
These systems, pesides improved rerformance in the hardling 
cf desired signals, have in addition better anti-jamming 
capability. The new technigues, as already mentioned in 
preceding chapters, include spread spectrum, frecuency 
hopping, PRF staggering, pulse compression, moncpulse 
tracking, and others. The phased-array ccncept is also 
beccming a real-world feature, although yet limited tc secre 
special applicaticns, due to its present high cost. As an 
example cf these special applications it can be smenticned 
the SPY-1 racar, part of the AEGIS, the advanced air defense 
electronics system for the proposed American strike 


CLUISErsS. 


* ECEW, although not yet heavily fart of the inventory 
of the navies, probably will have important functicns in a 
hear future due to the wide proliferation of IR seeking 


Bissiles. 


Nevertheless, at the present time, due tc the specific 
characteristics cf expected scenarios for future ccnflicts, 
the aircraft is yet the platform that recéives the great 
Pamee OL tre Ek efficrt. 
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APPENDIX A 


Poo we PULSE WIDIH MEASURING CIRCUIT 


Peeeeerebuort Crk THE EROBLEM 


The circuit presented below is intended to be helpful in 
the measurement of some identifying characteristics cof radar 
Signals, such as the pulse repetition freguency (PRF) and 
pulse width (Ph). In its development, emphasis was placed on 
the matching of the measuring process with the illumination 
period, that is, the period of time in whicn there are 


bursts of racar energy arriving at the Intercept Receiver. 


Conventional fulsed radar Signals were assumed during 
the experiment. AS waS pointed out in Chapter V, fulsed 
radars still répresent a great percentage of real-world 
radars. The ANySPS-10 for exampie, a conventional surface 
search tracar, during a survey carried cut in 1973, was 
reported as the most used radar in the US fleet, with more 
than 360 units installed, pesides being widely used in cther 
navies. Scmée modern systems use modulations in the PF or 
PR and in these situations digital processcrs with ccnurlex 


hardware and software should be used for analvsis. 


fmeecnaer to iilustrate this descripticn, representative 
Parameter values fcr specific radars will be given, as well 


as the lirits for these parameters will be established. 





* PRE - A ceasonaple range of values fcr conventicnal 
search, tracking or navigation radars is from 400 tc 4000 
pes. With a single PRF larger than this limit, the maximnuno 
unambigucus range becomes too small. With lower PHF the 
tendence is to have a small number of echces superimfosed, 
representing foor integration. In this case, the radar 
system dces not have a very good improvement factor in the 
Signal/ncise ratic required for a cértain probability cf 
detection. A PREF of 650 pps is typical of the SPS-10. 


* PH - values between Q.1 and 60 microseconds are 
commonly found. Pulse compression technigues, especially 
chirp radars, are in widespread use and therefore pulses can 
ke longer withcut losing discrimination in range. Systems 
that ac nct use these technigues should maintain a 
cC@promise ketween short pulses, leading to an impgreved 
Tange resclution and long pulses, allowing great enercy and 
cconseguent increased range of detection. The SPS-10 has a 


choice between two pulse widths, 0.3 or 1.3: microseconds. 


* retaticnal rate of the antenna ~ Typical numbers for 
track-while-scan mode are 5 to 20 rpm. With faster rotation 
the trade-off is again a poor integration and its attending 
cconseguences. With slower rotation, fast targets could not 
ke properly fcllcwed. A value of 6 Cpm is representative of 


a conventional radar operating at a lceng-range~search acde. 


* beamwidth of tne main lobe - Once more the value of 
this parameter 1s determined by trade-offs in the 
Characteristics of the systen. Small rkeamwidths are 
advantagecus for an improved angular resolution as well as 
for a better immunity to jamming. Larger peamwidths imply in 
more echo Fulses received and better lntegration 
possibilities. A beamwidth value cf 129° was assumed during 


the experiment. 


In order tc have more data *c work with, leading to a 





better perfcitmuance, it 1s necessary for the Intercept 
Receiver that the radar being analyzed emit in its direction 
during a ccnsiderable amount cf time. Fortunately, this is 
alsc the gcal cf the radar: to receive the maximum fossible 
numker cf echoes. Indeed, the number of pulses received by 
the cmnidirectional antenna of the Intercept Receiver is 
approximately the same number of echo pulses received at the 


radar. 


Based on the average data given above, it was possible 
to calculate the illumination feriod or tine cf permanence 
on target of the radar antenna beam. This value, given by 

. Antenna Beamwidth (degrees) 
Pesto Meee! OG = === aS ~~ SEC 
6 x Antenna Scan Rate (rpm) 


was therefore fcund to be 0.33 sec. 


If the illumination period happened to tre longer, it 
could be possible to count the number of pulses that occur 
during a gate of cne second. This number directly shceuld 
represent the PRF. However, even by picking favcrable 
parameter conditicns, a maximum value of 0.33 seconds was 
Seund . Therefore, LOE these Sltuaticns, the least 
Sicnificant digit was lost when trying to measure the FRF by 
the process cf counting pulses within a gate. The precision 
Of the least significant digit, however, is not very 
important because the goal was to identify the radar, and 
Piso was not affected by this loss. In more adverse 
Situations, that 1s, when the illumination period was less 
than 0.1 seccnds, two digits were lost. When this haprened, 
however, it was because the PRF was longer than 1000 pers and 
therefore tke twe most significant digits were Seder 
present, allcwing a reasonable identification. This 
consideraticn is Ekased on the fact that the radar had its 
parameters adjusted in order to receive at least 10 echoes 


Trem a Single target, for an acceptable presentation. 
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iueetner words, if the illumination period is short due 
to a narrew keamwidth of the main lobe or to a fast 
rotational rate cf the radar antenna, the PRF is normally 


increased to keep a high integration of the received echoes. 


At this point, it should be mentioned that another 
approach is tc measure the Period Repetition Interval (PRI). 
This can be done Ly measuring the time interval between two 
Successive leading (or trailing) edges of received pulses. 
This precess, however, normally requires an iterative 
cc@fariscn tetween measurements, due to irregularities in 
the shape and timing of the received pulses. Alsc, Since 
radars are amore ccmmonly specified by their PRF, more 
Smreditry ifs crequired to invert the PRI value found. This 


aprroach is acre easily implemented in digital processcrs. 


Bee ASUPEMNENT OF THE PRF 


weeecasic Counter Theory 


If a precisely known time period is established, an 
unknown frequency can be measured py totalizing the number 
of puises ocurring during this time-gate and by applying an 
appropriate conversion factor to obtain the desired 
parameter unit, such as pulses per second, megahertz, ¢€tc... 
This tise feriod was provided by a free-running oscillator 
and decade dividers. A block diagram for tnis configuration 
momeshownm in Fig. 12 while Fig. 13 presents typical [ecade 


Cctnting Asseublies. 


Although £or the PRF measurement only the three last 


Sipiltsect tre Decade Dividers (10 msec, 100 msec and 1 sec) 
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were useful, a 10 Mhz crystal was employed so that tne same 
oscillatcr circuit could be used for PW measurements, as 


Will be seen later. 


kith reference =O Pag. AS; the fcllowing 
Mescrapticns arrly: 


* CCUNT ~ count input to decade counters from the tain 
gate 

Wecrene- Ebanscfer pulse which transfers the ccurt in 
the decace ccunters into the 4 Bit Latches (memory) 

* RESET - reset pulse which resets the decade counters 


omgerO ELLCK to start of new count period. 


Peeeecentrcl] Part 


a ie oe ee oe a ee ee 


Khen applied to the PRF measurement, the Lasic 
counter tkeory must take into acccunt the fact that the 
radar artenna could be rotating. Therefore, different from 
normal frequency ccunters, a continuous train of pulses did 
nct exist, and instead only happened during the illumination 
period. Means for synenrenizing the cfening ea the 
Measurement gate with the arrival of the train cf fulses 
were tried. This was however a very critical point -because 
Wher only a few pulses are received, loss cr even cne fulse 
cculd represent a frohibitive error in this FRF measurement. 
Of critical importance is the loss of the synchrorizing 
pulse. Alsc, the triggered oscillator was harder to adapt 
tc the EW measuring circuit. For these reasons, it see 
worthwhile tc try another method, leaving the time-base 


oscillatcr operating in a free-running mode. 
In this type of approach, it can be seen that, 


dependince cn the random arrival of the train of pulses, a 


Feeewcoutd rcssibly mot count «correctly, this happening when 
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it 1s net ccoflietely filled with pulses. However, by lcgic 
control, it was possible to ensure that cnly correct values 
stay displayed. The way this was done is suggested Ly the 
Meee eGitCuitry shcwn in Fig. 14 and the corresrending 
waveforms and timing are presented in Fig. 15. The 
illumination-pericd waveform was indeed a sinzulation of the 


envelcpe cf the train of pulses received. 


Figure 15 depicts the more unfavorable situation 
where the relative position of the illumination feriod is 
Such that it kégins a short time after a main gate. In this 
case, in crder to have a gate count correctly, a mininun 
ililuminaticn feriod or three times the duration of the tain 
gate was reguired. Or conversely, the main gate must be at 


mcst cne-third of the illumination period. 


ft cculd be observed that the first transfer pulse 
Sent tc the LEDS an erroneous. reading but, immediately 
following, there was at least one transfer pulse that 
carried tke ccrrect reading. This last value stay displayed 
until <tcke arrival of the next train of pulses, akcut 10 
seccnds later. It 1S important to observe that, fcr otner 
Situaticns, if a subseyguent last gate was again just 
partially filled, its erroneous counting was net transfered. 
This was recause there did not exist a corresponding tranfer 
Fulse for this gate. Indeed, as seen in Fig. 14, transfer 
pulses tere obtained by a logic combinaticn in an ANT gate 
of the "transfer enable" and the illuminaticn period that 
had already finished. About the temperary e¢rrcneous 
reading, it was practically imperceptible and, in addition, 
at only GeGurkted On certain unfavorable conditicns, 


therefore net Eeing of any ccncern. 
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Peco fASURENENT OF THE PULSE WILTTH 


A time interval meter has basically the same idea as the 
freguency cctnter presented previously, with the exception 
that the rcles cf the input signal and time Lage are 
Switched. This means that, looking back at Fig. 12, inputs 
tc the air gate are exchanged. tTherefcre, in the time 
interval meter, a selected time base is gated to the cecade 
counters for a feriod of time determined by the input 
Signal. In the PW measurement, the leading edge of a 
received pulse opened the main gate and the trailing edge of 
the same pulse closed it. For the case of larger PWs, as it 
was desired to have the display directly in microseconds, 
the tap cf cne micrcsecond was selected at the decade 


G@etaders asscezkrlies. 


ieesneulc be noticed that, different from the PRF 
measurement case, the train of pulses that was counted was 
continuous and no special provisions fer synchronism must be 
made. Figures 16 and 17 respectively present the circuitry 
and waveforms generated for the measurement of the pulse 
dt 2. 
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APPENDIX 3& 


RODE AN MESSILES 


A. GENERAL CLASSIFICATION [39] 


1. Surface-to-Air Shipborne Missiles 

Jools I-A, developed by Selenia, Italy, to be used 
with the Alrketros system [40]. This system, which has 
aiteady keen delivered to the Italian and two other navies, 


at present uses the AIM-7E Sparrow 3 missile. 


The forward section of the ASspide contains the 
guidance unit, which consists essentialiy cf the autc-filot, 
the radar recéiver, and its self-aligning antenna. The radar 
meester, a Gtencpulse, fast tuning in the I-tand (8-10 Ghz), 
processes the illuminator signals reflected fxcem the target, 
and computes the error relative to the ccllision ccurse. 
These errer data are fed to the auto-pilot, which then 
transmits the necessary course correction signal tc the 


ccntrel surfaces. 


It can alsc be used aS an air-to-air missile with 
very good cafakrility in the following areas - ECCM and fixed 
eckc supressicn, short range performance, effectiveness at 
high altitude and unit cost. It will be the main armament of 


the Italian 2#ir Force's F-104 interceptors. 


eg 





* MASURCA MK II, developed Ly Ecan Rueile, France, to 
eguip the guided missiles French frigates Cclbert, Svuffren 
and Duquesne. Supersonic targets can be intercepted at 
ranges of wr to 20 miles. The missile, which carries a 
preoximity-fused hich explosive warhead, has two versions: 

s Mcd 2 with a beam-rider guidance systen 


e Mcd 3 with a semi-active homing system. 


* CECTALE, developed by Thcmson-CSF, prance, and 
selected Ey the French Navy to defend its fleet of 
heliccpter-carriers, frigates and corvettes against 
Supersonic air attacks. It is an all weather, low-altitude 


weapon systen. 


* SEA LART, manufactured by Hawker Siddeley, England, 
has been fitted ir Royal Navy and also cr two type 42 
Argentiniarc destroyers. It empioys semi-active radar homing 
using the Tracker Illuminator Radar type 909. It has high 
and low altitude capability against aircraft and missiles 
and can te used in the surface-to-surface role. The radar 
type 909 pgrekaEly has a C-band operating freguency trance and 
-€larorate ECCM are incorporated to counter beth active and 


passive ECM. Kange is 20 miles. 


* SEACAT, manufactured by Short Bres and Harland, 
England, and standard armament aboard the following navies: 
Enclish, Erazilian, Argentinian, Federal German, Chilean, 
and several cthers. Therefcre, a number cf different fire 
centrol systens are in use, the more modern being a clcsed 


circuit TV system. It has a short range of about two miles. 


* STANDARD RIM-66A/6/74A, manufactured by General 
Dyeatmics, CSA, in two versions, one to replace Tartar and 
the other tc replace Terrier. Both versions have 
all-electric controls, solid-state electronics, an adaftive 
auto-pilct and a semi-active homing system. The model 66A 


has a range cf akout 10 miles, while model 67A, due to its 
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Be@eestage PCWErLLlant, has a range of 30 piles. 


MeceAWGif, developed by British Aircraft Corporation 
and advertised as the most precise weapon against missiles. 
Acccrding tc its description it will also provide vessels 
with powerful self-defense against several types of 
Seemetact. ACGUISiticm radars are Marconi 967 and 968, 
Tracking racer Marconi 910 and missile IV tracking by a 


Marconi-Ellictt systen. 


mM GEELET, Or SA-N-3, a RusSSian missile developed tec 
equip tke keliccpter-carrier Moskwa and the Kresta-II class 
cruisers. Its range is about 20 niles but other data is not 


availarle in tke urclassified literature. 


* SA-N-4, a missile also in service on the Russian Navy 
akcard its Nanuchka class corvettes and destroyers cf the 
Krivak class. It is an all-weather missile for defense 


against lcw-level attack from the air. 


2. surface-to 


% EXOCET, model MM 38, manufactured Ly Aerospatiale, 
France, and cesigned to provide warships with all-weather 
attack capatility against cthers surface vessels. The 
Bissile flight profile consists of a pre-guidance phase set 
up in the missile circuits before launch and a final 
guidance fpkase during which the missile flies directly 
towards the target under the control of its active koming 
head. Threughcut the flight the missile is mantained at very 
low altitude by a FM radio altimeter. It has a high 
suksonic cruising speed and a range of about 20 miles. The 
French, Eritish, German, Greek, Brazilian, Argentinian and 
other navies have crdered this missile. Also available now 


is the mecdel aM 39, fired from a helicopter. 


* OICMAT, manufactured by a consortium Engins FsMatra, 
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France and CIC Melara, Italy, and ordered by the Italian and 
Venezuelan navies. Subsequent to launching it follecws a 
cruise fkase toward the target's predicted position, flying 
at low level under radio altimeter contrcl and inertial 
guidance. Arn active homing head is used for the terminal 
phase. Its range 1s about 30 miles being a sea-Skimmer for 
the last twce miles. Otomat can also Ee used as an 


air-tc-surface missile. 


APGAERIJEL I, manufactured by Israel Aircraft Industries 
and operated ry the Israeli Navy mounted in the class Saar 
fast attack craft-missile. During othe maa voart Gi ats 
trajectory, the missile has probably radar ccntrol from ship 
in the hcrizcntal plane while its height is maintained -y a 
radio altimeter. Terminal guidance is supposed to be 
passive kcming. Gatriel I is a séa-skimmer with speed mach 


0.7 and rance 14 miles. 


* PENGUIN, developed by Kongsberg Vaaspenfatrikk, 
Norway, and fitted in Norwegian frigates and fast attack 
eratt . It haS an inertial guidance system with passive 


infrared terninal homing. 


* HAREFCCN [41], an all-weather anti-ship missile with 
range of 60 riles developed by McDonnell Douglas, USA, 
capable cf being launched from aircraft, surface shirs and 
sukmarines. Midccurse guidance consists cf a attitude 
reference flatform anda digital computer. In the terainal 
phase active radar guidance takes cver with a 
frequency-agile radar varying the operating frequency 
randcmly cver a wide bandwidth. Cruise altitude is at low 
level, ccntrclled by a radar altimeter. Harpoon has a high 
subsonic cruise speed and the terminal flight Pretile is 


pcr-up or sea-skimmer. 


* SEA KILLER MK II, a sea-skimmer missile developed by 
Sistel, Italy, WIth guidance type keam-rideryradio 


ccmmand/radar altimeter systems. A meolbiCGenpter—tc-=it p 
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version kncwn as the MARTE system is presently urder a 


pre-producticn development contract. 


* STYX, the Russlan missile used in Warsaw Pact forces 


and also ky several other navies, Cuban, Chinese, Indian, 


Sy 2a . This missile may be programmed fcr shorter ranges 
and haS an active radar or infrared terminal koming 
Gaparility. 


* SHADDCCK, cne or the largest of the Russian cruise 
Missiles. Ccmmand guidance is used and the missile is 
tracked Ey Scoop Pair radar and course corrections 
transmitted to it by radio. For the terminal phase it is 
believed that infrared homing is used. Missile speed is 
transonic anc range is limited mainly by radar horizons. 

e several other surface-to-surfacée missiles are 
believed to re in use by the Russians, all improved versions 
of the twe described above. A list and partial description 
of these ard other Russian missiles was recently published 


in an EW macézine [42]. 


3. Aigr-tce-Surface Missiles 
* MARTEL AS 37 from a consortium Engins Matra, France 
and Hawker Siddeley, England, in two forms: a passive radar 
hcming missile or a television guided missile operated by a 
weaEgcn cferatcr abroad the parent aircraft. Martel is 
Operational with the Fleet Air Arm and RAF on Eucaneer 
aircraft and the French services on Mirage III-E, Jaguar and 


Melantie e1rcraft. 


* KCRMOBAN, developed by Messerschmitt-Bolkow-Eloha, 
Germany, anc “ust Eeginning guantity production. Kormorar 1s 
an all-weather weapon which features an autcnomous, inertial 
Nhavigaticn system in the cruising phase and an active radar 
search kead for target tracking in the final approach 
eel. t . 
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feeecoeli(e (i) ,f£rOm AeroSpatiale, France, carried ty 14 
different tyres of aircraft (fixed and rotary wing) cf 19 
Paewens including all ASW aircrafts of NATO countries. The 
guidance is visual/manual, with a2 gyrostabilized ofticai 
Smemeing System, thrcugh «wires from the ccntrol. It is 
being replaced by the AS-12, being prepared for autcmatic 


guicance. 


WecoeaeohuA, model CL 834, manufactured by Shert Bros 
and Harland, England, for use from heliccpters. Guidance 


With radar/radio ccntrol terminal homing. 


SECCNDCE, ncdel AGH=59 A, developed by Reckwell 
Internaticnal, USA, a supersonic cruise missile with fcange 
cf 45 miles and intended for use on carrier-borne aircraft, 
Pamerculariy the A-6. Condor, presently at a pre-production 
Phase, has a conventional warhead and its guidance is by 


moero, GONtECI/TV homing. 


* SHRIKE, model AGM-45A, developed fry Naval Weapons 
Center, CSA, with a range of seven miles and a speed mach 2. 


Passive radar hcming. 


* STANCDAED ARM, model AGM-78A, manufactured by General 
Dynamics, USA, a passive radar homing fissile fcr the 


destructicn cf surface-to-air missile battery radars. 


* KELT, a Russian missile with active radar homing. A 
mcre mcdéern fissile is the Kerry but there 1s no 
unclassified data available. At least a greater speed (mach 


3) and an increased range are expected. 


Y. Air-tc-Airc Missiles 


a ep oe Gee ee eee ee = ee ee ee oe 


* PHCENIX XAIM-7E, developed by Hughes, USA, . and 
specified ‘fcr the US Navy's F-14 aircraft. The missile is 


Cagar-~guided, capable of all-weather operation and with 
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Paeetcular aprlicaticn to long-range targets. 


* SPARRCW AIM-7E, by Raytheon, USA, in service with 
several aircraft of the US Navy and Air Ferce. It is also 
used in the Italian interceptors F-104 until it is refglaced 
by the Aspide, frobably in 1977. Homing is by means of a 
Raytheon ccntinuous-wave semi-active homing systen. An 
advanced version, designated AIM-7F is in full-scale 


production and will Le delivered this year. 


SecTEEMINDER, manufactured by Aercnutronic Ford 
Corporaticn, CSA, in several versions. Accent in Sidewinder 
1s on simplicity and so it is exported tc more than twenty 
Maticns. Scme versions use semi-active radar guidance and 


others are e€guipped with infrared homing guidance. 


* MAGIC, developed by Engins Matra, FPrance, with 
infrared guidance, or another model with semi-active X-kand 


racar hcowing. This missile arms French Mirage intercefrtors. 


* RED ICP, ky Hawker-Siddeley, England, an infrared 
weapon fcr use against sub and superscnic aime tack . 
All-altitude Operation is possible against maneuvering 
targets and an all-aspect attack capability is provided by 


the Red Tcp Ecgring and guidance system. 


* BRAZO, designed to intercept an enemy aircraft by 
heming cn its fire control radar emissions. The missile is 
under develorprent Fy Hughes, USA, and emcelicys a Eroadband 
receiver thcught to be optimized for use against the J-band 
fire centrel radar of the Foxhat A interceptor versicn of 
the Soviet MiG-25. 


* ASE, carried by the Russian long range interceptor 
Tupolev Tu-z€F& Fiddler. The Ash (AA-5) is equipped ¢ither 
with a passive infrared homing head or with a semi-active 


radar guicance head. 


* ACRIC (AA-6), a Russian missile used with the 16-25 


15 





A high altitude interceptor. Maxisum missile speed 


Foxkat 
Versions, 


above 2.5 mach. Like the ASH there are alse two 
semi-active radar homing and IR homing with ranges 45 km and 


20 km. 
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